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BANDIT Plus™

Using a single
device to
consolidate
networking tasks
reduces hardware
costs and simplifies
network operations.

Encore Networks, Inc.

3800 Concorde Parkway | Suite #1500 | Chantilly, VA 20151 | Phone: 703-318-7750

High Performance, Multi-Service IP VPN Solution

Designed for IP-based, next-generation, multi-service broadband networks, the BANDIT-PIusTM is the
product service providers and enterprise customers have been waiting for when it comes to deploying
more cost-effective solutions for voice, IP+Legacy Virtual Private Network (VPN), security, and data
over a single broadband connection. Because the BANDIT-Plus™ can terminate hundreds of encrypted
connections over secure IPSEC tunnels. It supports a wide range of legacy protocols, enterprise
customers and can be deployed as a VPN host gateway for migrating legacy applications to a packet-

based VPN infrastructure.

Packed with a wide range of feature choices, the purpose-built, 19-inch, 1U high, rackmountable BANDIT-
PlusTM provides a large capability within a small footprint. Running on the powerful ELIOS™ operating
system, it includes multiple Ethernet ports, a built-in V.90 modem, a universal serial interface, and an
optional expansion module that supports a variety of physical interfaces, such as 56/64 kbps DSU,

T1/E1 CSU, Ethernet, and a secondary serial interface. Also, a two port T1/E1 with “drop and Insert”
capability enables connection to existing PBXs and provides the ability to integrate voice, data, and VPN
applications on a single network facility. A high density serial port allows the BANDIT-Plus™ to act as a

host VPN gateway.

Position Your Network for the Future

3 T1/E1 drop & insert of voice and data traffic over a single facility

3 High performance termination of up to 100 IP VPN tunnels

3 Protection of corporate Intranet assets via comprehensive firewall capabilities

3 Network Address Translation (NAT) and Private Address Translation (PrAT) to simplify deployment

and ease management of VPN services

3 Graceful migration of legacy data to IP VPNs for different vertical markets (Banking, Travel, and

Lottery)

3 VPN host gateway solutions for legacy and IP applications
3 Rich feature set, ease of management — low cost hardware, no software licensing fees
3 Worry-free protection of data and management functions with IPSec encryption

COST-EFFECTIVE SOLUTION

The BANDIT Plus™ is a compelling solution for
applications that require multi-service functionality.
Using a single device to consolidate networking
tasks reduces hardware costs and simplifies network
operations. Networks currently using multiple
devices to handle voice and data traffic, IP routing,
VPN, firewall, and legacy protocol support will see
improved performance and significant savings.
The strong price/performance/functionality ratio, no
software licensing fees, and obsolescence-proof
design make the BANDIT Plus™ an attractive

and economical choice for corporate networks

for terminating 100s of branch offices and remote
locations.

INVESTMENT PROTECTION

Enterprise and carrier solution providers can provide
managed IP+Legacy VPN solutions over existing
broadband services, while continuing to offer value-
added services to their customers. Voice and data
traffic can be transmitted over existing facilities.
Simplifying voice, data, and VPN billing results

in reducing the overall cost for both carriers and
enterprise customers.

EASY INSTALLATION AND MANAGEMENT
Plug-and-play features simplify installation and
enable management from a central location. Remote
dial-up users can begin using the VPN in no time.
Unpack the BANDIT™, connect its power cord, LAN,
WAN, and telephone. The operator at the Network
Operations Center (NOC) dials into the BANDIT™
and completes installation. And GO!

IPSEC VPN TUNNELING AND SECURITY
The BANDIT Plus™ is a versatile VPN gateway,
supporting 100s of simultaneous IPSec tunnel
connections. The use of hardware-assisted
technology allows the BANDIT Plus™ to perform
IPSec encryption, stateful inspection, and IP
routing without impacting overall performance
and throughput. Internal IP addresses can be
preserved and managed through a combination
of Network Address Translation (NAT) and Private
Address Translation (PrAT).

VERSATILITY

The 19-inch, 1U rackmountable design of the
BANDIT Plus™ unit, its ELIOS™ operating
system, and its use of IPSec standards make

it easy to integrate with other networking
equipment, and allow it to interoperate with
off-the-shelf IPSec software clients. Two 10/100
Base-T auto-sensing Ethernet ports handle LAN
and WAN subscriber interfaces to the device.
An RS-232, V.35, or X.21 serial port is suitable
for applications that support legacy protocol
conversion and spoofing, such as SDLC, X.25,
ALC, polled async, CDLC and X.42. An optional
expansion module provides for the addition of a
56/64 kbps DSU port; a single T1/E1 channelized
CSU port; a dual port T1/E1 CSU with drop

& insert; a high density serial card, or a DMZ
Ethernet port for expanded LAN/WAN capability.
A dedicated supervisory console port is standard,
as is an internal V.90 modem for dial backup
applications and remote management.
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FEATURES AND BENEFITS

Multi-Service Platform

Single multi-function unit running on the ELIOS™ operating system replaces the need for multiple single-
function units — router/FRAD; IPSec VPN gateway; firewall; legacy data protocol support; TDM voice
termination and transport; and dial backup capability

Integrated Voice and Data
A two-port T1/E1 card with drop & insert capability enables integration of voice, data, and VPN
applications over a single facility

Flexible Connectivity

Meets customer requirements today and tomorrow.

Standard: Two Ethernet 10/100 Base-T auto-sensing connections for LAN or WAN using standard RJ45
ports; serial universal interface; internal V.90 modem for dial backup or remote management

Optional: Expansion slot for serial port; Ethernet port; 56/64 kbps DSU; T1/E1 CSU; dual port T1/E1 with
drop & insert capability

Optional: High density Remote Data Unit Module with up to 12 serial ports

IP Security and VPNs

Interoperates with off-the-shelf IPSec VPN clients; provides tunnel passthrough, initiation, multiplexing,
switching, and termination; DES and 3DES encryption; ESP and AH encapsulation; HMAC MD5 and
HMAC SHA-1 authentication; IKE, ISAKMP and PKI(X.509) key exchange; terminates 100s of IPSec
tunnels

Corporate Network Security
Dynamic stateful firewall functionality protects corporate networks — event logging; protection against
Denial of Service (DoS) attacks; IP filtering

Legacy Protocols

Extensive legacy protocol conversion and spoofing is provided for seamless migration path to IP-based
networks — SDLC, VISAII, Poll-Select, Bisync, X.25, ALC, SCADA and MATIP A/B and NCP Bypass,
CDLC, and X.42

Disaster Recovery
Dial backup and fail-over is supported via built-in V.90 modem, 56/64 kbps DSU, or Ethernet connection

Plug and Play Configuration

Comprehensive built-in troubleshooting and diagnostic tools reduce the time it takes toidentify and resolve
problems

APPLICATION EXAMPLES

End-to-End IP VPN Solutions

3 Passthrough, origination, multiplexing, switching, termination
3 Built-in, uni-RAS port functionality for dial-up VPN support
3 User-based or port-based tunneling
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