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EN-2000™ Quick Configuration
Guide

he EN-2000™ is a high-performance, low-cost VPN router designed for LTE public and
private networks. This compact IP router provides IP, VPN, firewall, Ethernet and IP
interworking with an embedded cellular wireless LTE cell module from your choice of carrier.

The EN-2000 supports remote monitoring, video/alarm panel surveillance, business
continuity, and enterprise support.

The EN-2000 router supports cellular data and traditional broadband networks such as DSL,
cable, and Ethernet. The EN-2000 chassis can also support a 5 GHz 802.11 wireless module.
Disaster-recovery failover and business-continuity failover are standard.

This document provides information to configure the EN-2000 router quickly. Confer with
your network administrator for specific values to use in your network.

Note: For details of configuration, see the EN-2000™ Reference Manual and its customer
documentation. If there are any problems when configuring the EN-2000, contact your
EN-2000 distributor.

Connecting the EN-2000
1 Use an Ethernet cable to connect a management PC to the LAN port on the EN-2000.

Note: For details of hardware connection, see the EN-2000™ Quick Installation Guide. To
interpret the EN-2000’s LEDs, see the Quick Guide to EN-2000™ LED Codes.

2 Power up the EN-2000.

3 On the management PC, open a browser and type the IP address 192.168.10.1 in the
browser’s address field.

EN-2000 Log-In Screen
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Authorization Required

Please enter your username and password

Username

Password

For information on trademarks, safety, limitations The EN-2000™ is for use in 4G LTE networks.
of liability, and similar topics, see
http://www.encorenetworks.com/disclaimer.htm.
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Log in with the user name and the router’s password.

Note: For EN-4000™ routers, the default user name is root. For all other EN™
routers, including the EN-2000™, the default user name is admin. In addition:

= Devices shipped before July 09, 2018, use the default password encore!l.

= Devices shipped from the factory on or after July 09, 2018, use a randomly
generated default password. That password is contained in information on a sticker
on the bottom of the router's chassis. Retain that sticker; you will need that default
password if the router must be reset. (For details, see the document Password
Policy for EN™ Routers.)

Encore Networks, Inc., advises users to change a router’s password upon first
configuration of the router.

< After successful log-in, the EN-2000 management system’s Status Overview
screen opens.

EN-2000 Status Overview Screen

Uptime: 12d 2h 18m 3s

System
Device Name
Device Madel
Firmware Version
Build

Loesl Time
Operstion Stetus

Cellular Information

| Connection Type

| TMEX I59E52051055211

| SIMID Kot Bvadatie

| sIM sTATUS ERROA[CPIN SET MA)

| Registrstion Status
| Module Name g FW: ATIL00_04_05_08_00_97_TF)

S A I e e e sl S

Status

Uptime: Oh Om Os

MAC-Address: 94:85:84:18:E0:7E
Protocol: dhap

RX: B65.90 KB (16652 Pkts.)

TX: 136.71 MB (347863 Pkrs.}

Uptime: 125 2h 17m 40s
MAC-Address: 00:ADEB:03:04:FB
Protocol: static

RX: 860.25 MB (4384149 Pts.)

TX: 11.06 GB (8850381 Phzs.)

IPv4: 192.168.10.1/24

Link Status: UP, 100Mbps, Full-Duplex
Uptime: 7d Lh 3m 7=

MAC-Address: 00:A0:EB8:03:04:FC
Protocol: dhep

RX: 1.66 GB (58149135 Pkts.]

TX: 3.36 GB (48154543 Plts.)

IPv4: 192,168.101.75/24

Link Status: UP, 100Mbps, Full-Duplax

DHCP Leases

Hostname 1Pvé-Address MAC-Address Leasetime remaining
HP-p6-2016 192,168.10.158 38:60:77:82:55:1a Sh 4m 13s

On the Status Overview screen, select the Quickstart tab.
< The Application Configuration screen opens.
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EN-2000 Application Configuration Screen

encor&etworks

Application Configuration

Select the Device Made and associated parameters

* Parameaters

Dievice Mode | Cell Failover

10l Seimct Specific Devies Mode

Device Name

LAN IR 152.168.10.1

15 17 Aggress mmsigred to the ethemst LAY port

LAN Netmask 255.255.255.0 3

& subner mask of the LAN netwoik

LAN DHCP Server [Enabled v

I8 Rangs vares based on masic

WAN Protocol | DHCF Cliert —
|5 Selmct Etbernet WAN Protocsi

Eailover Ping 122

of Primary WAN int=rfac=

Failower Bing Timesout {seconds] i

& Mumber of Szoonds b= wait for ping respanss

Failovar Ping Retriss
Aur=s to swilch 1o fadlover and number
3 te switch Back to primary WAN.

VPN Mada !

EnCloud Enabled

vs

soud mangemart system

& Reset 13 Save ! (0] Save & Apply

Selecting the EN-2000’s Device Mode
Make sure you have performed step 1 through step 5 on pages 1 and 2.

6 Under the heading Parameters, in the upper part of the Application Configuration
screen, select the Device Mode (discussed in substeps a through d).

Note: When you select the Device Mode, the screen displays the parameters to
configure for that mode.

a Select Cell Failover for automatic connection via a cellular wireless connection when
the wired connection fails.

% The screen displays parameters for this device mode. See Configuring the
EN-2000 for Cell Failover, on page 4.

b Select Cell Router when cellular wireless will be the principal method of connection
to a network.

Note: Configuring the EN-2000 as a cell router also configures the WAN port as a
second LAN port.

The EN-2000 management system’s Status screen may not show IP information for
the WAN port the same way as it does for the LAN port.

% The screen displays parameters for this device mode. See Configuring the
EN-2000 as a Cell Router, on page 6.

c Select IP Pass-Through to provide connection between an existing non-wireless
router and a network. Connect the device to the EN-2000’s LAN port.

2

<% The screen displays parameters for this device mode. See Configuring the
EN-2000 for IP Passthrough, on page 7.

d Select VRRP Backup to use the EN-2000 as a backup router in a VRRP set.

< The screen displays parameters for this device mode. See Configuring the
EN-2000 for VRRP Backup, on page 8.
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Configuring the EN-2000 for Cell Failover
Make sure you have performed step 6a on page 3.

Application Configuration Screen to use EN-2000 in Cell Failover Mode
(WAN Protocol Displayed as DHCP Client)

:

Application Configuration

Select the Device Mode and associated parameters

Parameters

lCeII Failover
i@ select Specific Device Mode

Device Name |CelI_FaiIover_Device )
1@ custom name assigned to this device

[192168.101
12) 1P Address assigned to the ethernet LAN port

LAN Netmask [ 255.256.255.0 v
2 Subnet mask of the LAN network

LAN DHCP Server | Enabled

@) Range varies based on mask

WAN Protocol | DHCP Client
@ select Ethernet WAN Protocol

858 _ _
12} Heartbeat monitor to determine health
of Primary WAN interface

Failover Ping Timeout (seconds) |1
(Z) Number of Seconds ta wait for ping response

Failover Ping Retries 3

&) Number of ping failures to switch to failover and number
of successful pings to switch back to primary WAN

VPN Mode

Enable One Talk Mode

EnCloud Enabled

|None

1@ For use with IPSec

£

O @ Enabling this changes qos parameters

[Yes

~

(@ Enables or disables the cloud mangement system

@ Reset (£ Save  [d Save & Apply

7 Do the following when the EN-2000 will provide cell failover:
a Modify settings for the following parameters, if required:

e Device Name e LAN DHCP Server
e« LAN IP « enCloud Enabled (at the bottom of
 LAN Netmask the screen)

b Pull down the menu at the right of the WAN Protocol field, and select the EN-2000’s
WAN protocol (DHCP Client, PPPoOE, or Static).

< Parameters (listed in the table) are displayed for the selected WAN Protocol.

WAN Protocol
Parameters
Displayed DHCP Client PPPoOE Static
PPPoOE Username -
PPPoOE Password .
WAN IP -
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Parameters WAN Protocol

Displayed DHCP Client PPPOE Static
WAN Netmask -
WAN Gateway -
DNS Server -
Failover Ping IP - - -
Failover Ping Timeout . . -
Failover Ping Retries - . -
VPN Mode . . -

c Configure the parameters for the WAN protocol you selected.

d If a box to Enable Wifi Mode is displayed, make sure the box is checked. (That
checkbox is displayed only if the EN-2000 has an 802.11 wireless card.)

e If a box to Enable One Talk Mode is displayed, make sure the box is checked. (That
checkbox is displayed only if the EN-2000 has a Verizon module.)

Note: This option is for Verizon’s One Talk application. It gives priority to voice
traffic.

f If a box for enCloud Enabled is displayed, check the box to manage this router via
the enCloud™ management system.

g Go to Configuring the EN-2000’s Use of 802.11 Wireless, on page 9.
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Configuring the EN-2000 as a Cell Router
Make sure you have performed step 6b on page 3.

Application Configuration Screen to use EN-2000 in Cell Router Mode

Changes: 0

Application Configuration

Select the Device Mode and associated parameters

Parameters

Device Mode |Ce|\ Router
@) select Specific Device Mode

Two Ethernet Ports{LAN+WAN) as a Switch to Cell Broadband Router

Device Name |Ce_;_II_R0ute_r_D_evice
@ Custom name assigned to this device

[192.168,10.1
(2 1P Address assigned to the sthernet LAN port

LAN: Netimask [ 255.255.255.0 ]
@ subnet mask of the LAN network

LAN DHCP Server |Enab|ed

(=] Range varies based on mask

VPN Mode [None ~
2 For use with IPSec

Enable One Talk Mode | (@ Enabling this changes qos parameters

EnCloud Enabled |'Yes =
12 Enables or disables the cloud mangement system

1@ Reset & Save (0] Save & Apply

8 Do the following when the EN-2000 will perform as a cell router:
a Modify settings for the following parameters, if required:

« Device Name « | AN DHCP Server
«|LAN IP < VPN Mode
« LAN Netmask « enCloud Enabled

b If a box to Enable Wifi Mode is displayed, make sure the box is checked. (That
checkbox is displayed only if the EN-2000 has an 802.11 wireless card.)

c If a box to Enable One Talk Mode is displayed, make sure the box is checked. (That
checkbox is displayed only if the EN-2000 has a Verizon module.)

Note: This option is for Verizon’s One Talk application. It gives priority to voice
traffic.

d If a box for enCloud Enabled is displayed, check the box to manage this router via
the enCloud™ management system.

e Go to Configuring the EN-2000’s Use of 802.11 Wireless, on page 9.
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Configuring the EN-2000 for IP Passthrough
Make sure you have performed step 6¢ on page 3.

Application Configuration Screen to use EN-2000 in IP Passthrough Mode

Application Configuration

Select the Device Mode and associated parameters

Parameters

Device Mode |IF’ Pass-through
@ select Specific Device Mode

Transparently Pass through WAN (Primary) or Cell (Secondary) to LAN Port

Device Name |IP_Bridg_e_Device
@ Custom name assigned to this device

Passthrough Mode |Dynam|c
@ select Pass-through Mode

Management HTTPS Port |144.q.3
8 Tce paort to access the web interface over the cell

Management IP [192168.10.1

(@ 1P Address used to access the device

Enable One Talk Mode O@ Enabling this changes qos parameters

EnCloud Enabled lYes e
i@ Enables or disables the cloud mangement system

@ Reset @ Save (O Save & Apply

9 Do the following when the EN-2000 will provide cellular wireless access for an existing
non-cellular router:

a Modify settings for the following parameters, if required:
< Device Name < Management IP
e Passthrough Mode < enCloud Enabled
= Management HTTPS Port

b If a box to Enable One Talk Mode is displayed, make sure the box is checked. (That
checkbox is displayed only if the EN-2000 has a Verizon module.)

Note: This option is for Verizon’s One Talk application. It gives priority to voice
traffic.

c If a box for enCloud Enabled is displayed, check the box to manage this router via
the enCloud™ management system.

d When you are satisfied with the parameters, select the Save & Apply button (in the
lower right corner of the screen).

< The configuration is saved and the EN-2000 reboots. After rebooting, the log-in
screen is displayed.

e Go to Using the EN-2000’s Configuration, on page 10.
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Configuring the EN-2000 for VRRP Backup
Make sure you have performed step 6d on page 3.

Application Configuration Screen to use EN-2000 in VRRP Backup Mode

Changes: 0

Application Configuration

Select the Device Mode and associated parameters

Parameters

Device Mode [ VRRP Backup
&) Select Specific Device Mode

Device Name [VRRP_Device
(@ Custorn name assigned to this device

LAN IP [1__92.168.10.1
12 1P Address assigned to the ethernet LAN port

LAN Netmask [ 255255 255 0 v
@ Subnet mask of the LAN network

VRRP 1D I
& VRRP identifier used by the primary router

VRRP IP |192.168.1ﬂ.3
@ VRRP IP address used by the primary router

VPN Mode [None v
1@ For use with 1PSec

Enable One Talk Mode O@ Enabling this changes qos parameters

EnCloud Enabled |Yes w

12l Enables or disables the cloud mangement system

@ Reset | [& Save (& Save & Apply

10 Do the following when the EN-2000 will act as a backup router in a VRRP set:
a Modify settings for the following parameters, if required:

= Device Name < VRRP IP

< LAN IP < VPN Mode

< LAN Netmask < enCloud Enabled
«VRRP ID

b If a box to Enable Wifi Mode is displayed, make sure the box is checked. (That
checkbox is displayed only if the EN-2000 has an 802.11 wireless card.)

c If a box to Enable One Talk Mode is displayed, make sure the box is checked. (That
checkbox is displayed only if the EN-2000 has a Verizon module.)

Note: This option is for Verizon’s One Talk application. It gives priority to voice
traffic.

d If a box for enCloud Enabled is displayed, check the box to manage this router via
the enCloud™ management system.

e Go to Configuring the EN-2000’s Use of 802.11 Wireless, on page 9.
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Configuring the EN-2000’s Use of 802.11 Wireless

Make sure the box to Enable Wifi Mode is checked or unchecked, to reflect whether the
EN-2000 will use an 802.11 wireless connection.

11 Do the following to configure use (or non-use) of 802.11 wireless:
a If the box to Enable Wifi Mode is not checked, go to step 11f.
b If the box to Enable Wifi Mode is checked, continue to step 11c.
Note: When you select Enable Wifi Mode, two additional fields (SSID and
Encryption) are displayed.

Fields for SSID and Encryption Type

Enabilz WiFi Mod= mirm. -
& Enatiing this activatss w

=0 |

Encryplizn [ Mo Encryption =]

c In the SSID field, type a name for this EN-2000’s 802.11 wireless card. Get the name
from your network administrator.

d By default, the EN-2000’s 802.11 wireless card uses No Encryption. Do one of the
following:

i If the card will not use encryption, go to step 11f.

ii If the card will use encryption, select the encryption type:

e WPA-PSK e WPA-PSK/WPA2-PSK
Mixed Mode

e WPA2-PSK

< When you select an encryption type, the 802.11 wireless Key field is displayed.
Field for Wireless Key

Encryption WPA-PSK/WPAZ-FPSK Moted Mode

Ky T

J wirn ra-sharad key, afther 3 ta 63 charactans ar & valld WRA key cantaining sxactiy 58 hexadecimal characters.

e Type the 802.11 wireless key in the Key field.

Note: The key can include 8 to 63 characters. Get the value from your network
administrator.

f When you are satisfied with the parameters, select the Save & Apply button (in the
lower right corner of the screen).

< The configuration is saved and the EN-2000 reboots. After rebooting, the log-in
screen is displayed.

g Go to Using the EN-2000’s Configuration, on page 10.
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Using the EN-2000’s Configuration

Make sure you have selected the Save & Apply button (in the lower right corner of the
screen). That saves the configuration, reboots the EN-2000, and displays the log-in
screen (recall the EN-2000 Log-In Screen shown on page 1).

12 When the log-in screen is displayed, log in again. (If you changed the password, use
the new password.)

% The Status Overview screen is displayed. This screen provides quick information
about the connections in the EN-2000.

EN-2000 Status Overview Screen

13 If you need to reconfigure the device mode (for example, to change the DHCP Server
setting), select the Quickstart tab.

< The Application Configuration screen is displayed. The screen shows the current
configuration parameters.

Note: The EN-2000 reboots only after the initial configuration (when the Save &
Apply button is selected). Later configurations also use the Save & Apply button,
but they do not require reboot.

Returning to the Default Configuration

Caution: If your EN-2000’s configuration is not correct, try to reconfigure the EN-2000
« before returning to the default configuration. Do not perform the action described here
unless there is no other way to resolve problems with the EN-2000 configuration.

1 Power up the unit and wait for 2.5 minutes.
2 On the front of the chassis, insert the end of a paper clip into the hole marked Reset.
Note: The paper clip will stop when it reaches the Reset button.

3 Press the paper clip in slightly and hold the button in, while watching the Sys Status
LED (also on the front of the chassis).

Note: As you hold the Reset button in, the Sys Status LED will flash slowly one
time, then again a second time, then (possibly) a third time. Then it will flash fast.

4 When the Sys Status LED starts to flash fast, release the Reset button.
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< At this point, the Cell LED and Net Status LED should flash at the same time.
This indicates that the unit is resetting back to factory defaults.

5 Wait one (1) full minute; then log into the EN™ router’s management system (the GUI
menu) via a web browser.

Note: Use the factory-set user name and default password, as described in the Note
after step 4, on page 2.

6 When the Status Overview screen is displayed, select the Quickstart tab (returning
to step 5 on page 2) and proceed again with the EN-2000’s quick configuration.
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