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VPNC Scenario for I1Psec
Interoperability

EN-4000™ Router

his document presents a configuration profile for IPsec interoperability. The
I configuration profile conforms to the format recommended by the Virtual Private
Network Consortium (VPN Consortium or VPNC).

To prepare the profile, each manufacturer of VPN devices uses its software package to
configure the same scenario. Customers can study how each manufacturer configures its
router for the sample scenario, and then can get VPN configurations for devices from
different manufacturers to operate together.

The VPN Consortium (https://www.vpnc.org/) developed the scenario. Although the
consortium is no longer active, the scenario remains useful.

The EN-4000 supports IPsec interoperability as described in the scenario.

G.1 Scenario 1: Gateway-to-Gateway VPN with
Preshared Secret

Figure G-1 shows a typical gateway-to-gateway VPN that uses a preshared secret for
authentication.

Figure G-1. Scenario 1: Gateway-to-Gateway VPN

172.23.9.0/24
10.5.6.0/24
Gateway A Gateway B
o [ Internet j----soo:- - o]
a &“55 16.17 1 o BL
10.5.6.1 +42.£0, 22232425 172.23.9.1
For information on trademarks, safety, limitations Version A.2, September 2019
of liability, and similar topics, see © 2019 Encore Networks, Inc.

https://www.encorenetworks.com/disclaimer/. All rights reserved.
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VPN Gateway A has the following properties:
e Gateway A connects the private, internal LAN 10.5.6.0/24 to the internet.

e Gateway A’'s WAN external (internet) interface has the public IP address
14.15.16.17.

e Gateway A’s LAN interface has the private IP address 10.5.6.1.
VPN Gateway B has the following properties:
e Gateway B connects the private, internal LAN 172.23.9.0/24 to the internet.

e Gateway B’'s WAN external (internet) interface has the public IP address
22.23.24.25.

e Gateway B’s LAN interface has the private IP address 172.23.9.1.
The following IKEv1 Phase 1 parameters are used in scenario 1:

= Main mode

- 3DES

e SHA-1

e MODP group 2 [Diffie—Hellman Group 2] (1024 bits)

« Preshared secret: hr5xb8416aa9r6

Note: The preshared secret includes the lowercase letter “I” (ell); do not mistake
it for the number “1” (one).

= Security Association lifetime of 28,800 seconds (8 hours), with no kilobytes
rekeying

The following IKEv1 Phase 2 parameters are used in scenario 1:
- 3DES
e SHA-1
 ESP tunnel mode
< MODP group 2 [Diffie—Hellman Group 2] (1024 bits)
= Perfect forward secrecy for rekeying

= Security Association lifetime of 3,600 seconds (1 hour), with no kilobytes
rekeying

= Selectors for all IP protocols, all ports, between 10.5.6.0/24 and
172.23.9.0/24, using IPv4 subnets

G.2 Configuring the EN-4000 for
VPNC Scenario 1

Caution: If you configure routers as Gateway A and Gateway B to implement
o the scenario, make sure those routers are attached only to closed networks.

In this implementation of interoperability scenario 1, Gateway A is an EN-4000
router from Encore Networks, Inc. Gateway B can be an EN-4000, any other Encore
Networks VPN device, or another manufacturer’s VPN device.

The procedures in the following sections are presented as quick guidelines for
configuring an EN-4000 as Gateway A in scenario 1.1 The entries in the configuration

1. For details of VPN configuration, see the document The EN-4000™ in IPsec Virtual Private
Networks.
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screens reflect the values shown in Figure G-1 and the values listed after that figure.
Use this document to work through the configuration of the EN-4000 for scenario 1.

Note: Although its configuration is not addressed in this document, Gateway B must
be configured to terminate the tunnel that Gateway A initiates.

After Gateway A and Gateway B have been configured for scenario 1, start the tunnel
for scenario 1 and monitor it in operation.

G.2.1 Setting Up, Starting Up, and Logging In

Use the following instructions to set up the EN-4000:2

1 Make sure all EN-4000 hardware has been installed. If SIMs are used, make sure
they have been installed.

2 Use an Ethernet cable to connect a control console (such as a PC) to a LAN port
on the rear of the Gateway A EN-4000. Turn the EN-4000’s power on.

3 Open a web browser. Make sure JavaScript is enabled in the browser. Type the
IP address for the EN-4000’s LAN port (http://192.168.10.1) in the browser’s
address window, and press the Enter key. Accept cookies for the management
system.

4 Type the user name and password, and select the button to Log In.

Note: For EN-4000™ routers, the default user name is root. For all other
EN™ routers, the default user name is admin. In addition:

< Devices shipped before July 09, 2018, use the default password encore!l.

= Devices shipped from the factory on or after July 09, 2018, use a randomly
generated default password. That password is contained in information on
a sticker on the bottom of the router's chassis. Retain that sticker; you will
need that default password if the router must be reset. (For details, see
the document Password Policy for EN™ Routers.)

Note: Encore Networks, Inc., advises users to change a router’s password
upon first configuration of the router. Check with your network
administrator for all names and passwords.

< After you complete the log-in, the Status Overview Screen is displayed
(Figure G-2).

5 Make sure the EN-4000 has received its basic configuration. And, if you installed
any SIM in step 1, activate each new SIM in its carrier network.

2. For more information on EN-4000 installation, see the EN-4000™ Quick Installation Guide, at
http://www.encorenetworks.com/documentation.htm/document-catalog/.


http://www.encorenetworks.com/documentation/document-catalog/
http://www.encorenetworks.com/documentation/EN4000-v1.5/_EN4000_Quick_Guide.pdf
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Figure G-2. Status Overview Screen for EN-4000 Management System

encor&eiworks

| Auto Refresh:

Status | System | Network || Statistics Logout

Overview Firewsll Routes  System log  Kemel log  Processes  Realtime Graphs

Status
- System
Router Name EN4000
Router Model EN 4000
Firmware Version Beta 1.4 2
Local Time Fri Mar 8 11:07:02 2013
Uptime 1d 21h 14m 95
- Memory

Total Available 241440 kB / 255820 kB (94%)

Free 232400 kB / 255820 k8 (30%)
Cached 5040 kB / 255820 kB (3%)
Buffered 0 kB / 255820 kB (0%)

-~ Network

1Pvd4 WAN Status Types dhep
Address: 152.168.101.109
. Netmask: 255.255.255.0
sthy Gateway: 192.168.101.17
DNS 1: 8.8.8.8
Connected: 1h 1m 51z

IPv6 WAN Status I
| Net connected

Active Connections 182 / 16384 (1%)

DHCP Leases

Hostname IPv4-Address MAC-Address

Leasetime remaining
HP-p6-2016 192.168.1.198

10h 57m 3s

38:60:77:82:55:1a

-~ Multi-WAN Status

G.2.2 Configuring an IPsec VPN Tunnel on the EN-4000

1 In the EN-4000’s browser-based management system, select the Network tab,

then the VPN tab.
« The List of Configured IPsec VPN Tunnels is displayed (Figure G-3).

Figure G-3. List of Configured IPsec VPN Tunnels

encor&etworks

System Statistics

Interfaces DHCP and DNS  Hostnames  Static Routes

Load Sharing/Failover  Firewall  Diagnostics QoS
Multiwan

Configure Diagnostics  MAC Device Info Overrides | VPN | VRRP  Serial

General Settings  Strongswan  IPSEC Status  Online Help

IPSEC -- Tunnels

Internet Protocol Security is a protocel suite for securing Internet Protocol communications by authenticating and encrypting each IP packet of a communication session
~IPSec Tunnels

Tunnel Name Left Subnet Right Subnet Tunnel Up Tunnel Down

2.2.2.22/24
firsttunnel 3.4.5.6/32 %any ﬁﬁ;ﬁi‘;ﬁ‘; BT & it e
99.88.77.99/32 w3232
7] Add IPSEC TUNNEL

IPSEC Defaults

IKE Lifetime KeyLife Aggressive

72h 24h yes £ Edit

~IPSEC Actions

IPSEC Start IPSEC Stop IPSEC Restart Modificatons &

Additions

£ IPSEC Start @ IPSEC Stop

3 IPSEC Restart (@ Save & Apply
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Note: In the VPN tunnel configuration screens, “left” indicates “local” (that is, it
indicates the EN-4000 router) and “right” indicates “remote” (the device at the
other end of the connection).

2 Select the button Add IPsec Tunnel (at left on the screen, below the list of
Tunnel Names).

« The screen for Configuring an IPsec VPN Tunnel is displayed (Figure G-4).

Figure G-4. Configuring an IPsec VPN Tunnel
for VPNC Scenario 1

encor&etworks

status | System | Network | Statistics

Interfaces  DHCP and DNS  Hostnames  Static Routes  Load Sharing/Failover Il Diagnostics QoS  Configure Diagnostics ~ MAC Device Info Overrides | VPN | VRRP  Serial
Multiwan

General Settings | Strongswan  [PSEC Status _ Online Help

IPSEC - Tunnels - Scen_1_VPNC

Config the Individual IPSec tunnels

Tunnel Name [Scen_1_vPNC

Left Subnet [105.6.0/24 2]
1@ To Reduce to 1 entry, use RESET->SAVE_APPLY and enter value

Left [14151817
1@ Refers to Local Machine

Left 1D [14151817

Left Firewall [NO

Right [2223 2425
1@ Refers to Remote Machine

Right Subnet 722390024 :
@ To Reduce to 1 entry, use RESET->SAVE_APPLY

Right ID [222324.24

IPSec startup operations ‘ ROUTE El

Pre-Shared Key [(7esssssessnesee El

|=] Back to Overview @ Reset (@ Save [0 Save & Apply

3 On the screen for Configuring an IPsec VPN Tunnel, configure the following:
e Tunnel Name: Scen_1 VPNC
e Left Subnet: 10.5.6.0/24
e Left [local EN-4000’s public IP address]: 14.15.16.17
e Left ID: 14.15.16.17
» Left Firewall: NO
< Right [remote router’s public IP address]: 22.23.24.25
e Right Subnet: 172.23.9.0/24
e Right ID: 22.23.24.25
* IPsec Start-Up Operations: ROUTE
e Pre-Shared Key: hr5xb8416aa9r6

Note: The preshared key includes the lowercase letter “I” (ell); do not mistake
it for the number “1” (one).

4 When you have finished configuring the VPN tunnel, select the Save & Apply
button (in the lower left corner of the screen).

« The new VPN tunnel configuration is saved. The List of Configured IPsec VPN
Tunnels is redisplayed. The new tunnel is at the bottom of the list of Tunnel
Names (Figure G-5).
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Figure G-5. List of Configured IPsec VPN Tunnels
Including the Tunnel Named Scen_1_VPNC

Changes: 0

encor&etworks

System || Network | Statistics
Interfaces DHCP and DNS  Hostnames  Static Routes  Load Sharing/Failover  Firewall  Diagnostics QoS Configure Diagnostics ~ MAC Device Info Overrides |~ VPN VRRP  Serial
Multiwan

General Settings | Strongswan  IPSEC Status  Online Help

IPSEC -- Tunnels

Internet Protocol Security is a protocol suite for securing Internet Protocol communications by authenticating and encrypting each IP packet of a communication session

IPSec Tunnels

Tunnel Name Left Subnet Right Right Subnet Tunnel Up Tunnel Down

2.2.2.22/24
44.44.44.54/24 &
firsttunnel 3.4.5.6/32 By & TunnelUp @ Tunnel Down £ Edit %] Delete

99.88.77.99/32

Scen_1_VPNC 10.5.6.0/24 14.15.16.17 22.23.24.25 172.23.9.0/24 & Tunnel Up & Tunnel Down £ Edit| %] Delete

(] Add IPSEC TUNNEL

IPSEC Defaults

IKE Lifetime KeyLife Aggressive

7zh 24h yes 4] Edit

IPSEC Actions

IPSEC Start IPSEC Stop 1PSEC Restart Modificatons &
Additions

i IPSEC Start & IPSEC Stop () IPSEC Restart () Save & Apply

5 In the List of Configured IPsec VPN Tunnels, you may (if you wish) delete the
default IPsec VPN tunnel (named firsttunnel in Figure G-5). (That deletion is
not required.)

Caution: Do not delete any VPN tunnels that are active or that you intend
to use.

@ ———m

6 On the screen for the List of Configured IPsec VPN Tunnels, select the Save &
Apply button (under Modifications and Additions, at the lower right of the
screen).

7 Inthe List of Configured IPsec VPN Tunnels, select the Edit button at the far right
of the row under IPsec Defaults.

« The screen for Configuring IPsec Defaults is displayed (Figure G-6).
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Figure G-6. Configuring IPsec Defaults
for VPNC Scenario 1

Changes: 0f

Network Statistics

Interfaces DHCP and DNS  Hostnames  Static Routes  Load Sharing/Failover  Firewall  Diagnostics QoS Configure Diagnostics  MAC Device Info Overrides VPN | VRRP  Serial

Multiwan

General Settings | Strongswan  IPSEC Status  Online Help

IPSEC Defaults

Config the IPSec defaults

~ IPsec Default Configuration

Ike Lifetime [72h
@ Time: s=seconds,m=minutes,h=hours

Key Life [8h
1) Synonym for lifetime

ReKey Margin \Dh
@ Time: s=seconds,m=minutes,h=hours

Keying Tries ‘2

Key Exchange ‘lkeﬂ

Auth [secret

Aggressive Mode ‘NO

IKE Encryption Protocol ‘3DES

IKE Authencation Protocol \ SHA1

IKE DH Group ‘GruupZ

ESP Encryption Protocol ‘BDES

ESP Authencation Protocol ‘ SHAT

ESP DH Group \GroupZ

KN KN I EN RN FEN B N B EN S KN B K RN

DPD Action ‘Rgstan

DPD Delay [20s
1@ Time: s=seconds,m=minutes,h=hours

DPD timeout [120s
@ Time: s=seconds,m=minutes,h=hours

RE-KEY [NO -]

RE-AUTH [NO Il

Responder ‘NO
1) value will be placed in the Strongswan.conf file

<] Back to Overview @ Reset @ Save (0 Save & Apply

8 On the screen for Configuring IPsec Defaults, configure the following:
e Phase 1:

IKE Lifetime: 72h [72 hours]

Key Life: 8h [8 hours]

ReKey Margin: Oh [0 hours; thus no kilobytes rekeying]

*

Keying Tries: 2 [the default value]
Key Exchange: IKEv1l
Auth [Authentication]: secret
Aggressive Mode: No (“No” indicates use of main mode.)
IKE Encryption Protocol: 3DES
IKE Authentication Protocol: SHA1
IKE DH [Diffie—Hellman] Group: Group2
e Phase 2 (uses perfect forward secrecy):
¢ ESP Encryption Protocol: 3DES
¢ ESP Authentication Protocol: SHA1

® 6 6 6 O 0 0 o o
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ESP DH [Diffie-Hellman] Group: Group2

DPD [Dead Peer Detection] Action: Restart

DPD [Dead Peer Detection] Delay: 20s [seconds]

DPD [Dead Peer Detection] Timeout: 120s [seconds]

Re-Key: No

Re-Auth: No

¢ Responder: No (This means that the local EN-4000 will initiate the tunnel.)

* 6 6 & o o

9 When you have finished configuring IPsec defaults, select the Save & Apply
button in the lower right corner of the screen.

« The IPsec defaults are saved, and the List of Configured IPsec VPN Tunnels is
redisplayed (Figure G-7).

Figure G-7. List of Configured IPsec VPN Tunnels
with IPsec Defaults for Testing the Tunnel Named Scen_1_VPNC

System Statistics Logout

Interfaces  DHCP and DNS  Hostnames  Static Routes  Load Sharing/Failover  Firewall  Diagnostics QoS Configure Diagnostics ~ MAC Device Info Overrides |~ VPN | WRRP  Serial

Multiwan

General Settings  Strongswan  IPSEC Status  Online Help

IPSEC -- Tunnels

Internet Protocol Security is a protocol suite for securing Internet Protocol communications by authenticating and encrypting each IP packet of a communication session

IPSec Tunnels
Tunnel Name Left Subnet Right Right Subnet Tunnel up Tunnel Down
2.2.2.22/24

firsttunnel 3.4.5.6/32
99.88.77.99/32

44.44.44.54/24

32.32.32.47/32 & Tunnel Up Tunnel Down 4] Edit ] Delets

Scen_1_VPNC 10.5.6.0/24 14.15.16.17 22.23.24.25 172.23.9.0/24 = Tunnel Up Tunnel Down £ Edit %] Delete

(] Add IPSEC TUNNEL

~IPSEC Defaults
IKE Lifetime KeylLife Aggressive

72h sh no 4] Edit

IPSEC Actions

Modificatons &

IPSEC Start IPSEC Stop IPSEC Restart Additions.

2 IPSEC Start @ IPSEC Stop (3 IPSEC Restart (@ Save & Apply

10 Do one of the following:

a If this is the first IPsec VPN activity since system start-up, select the IPSEC
Start button (at the lower left of the management window).

b If IPsec VPN tunnels are already running, select the IPSEC Restart button.
< In either case, the new IPsec VPN tunnel is started.

Note: To complete the tunnel in VPNC Scenario 1, you must also configure
Gateway B.
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G.3 Starting the Tunnel for VPNC Scenario 1

If you performed step 10a or step 10b on page 8, the tunnel is already up, and you
may skip this section.

1 In the List of Configured IPsec VPN Tunnels, select the Tunnel Up button in the
row for the tunnel named Scen_1_VPNC.
+ The selected VPN tunnel (Scen_1_VPNC) is started.

Note: To complete the tunnel in VPNC Scenario 1, you must also configure
Gateway B.

G.4 Checking the Connection

Note: To complete the tunnel in VPNC Scenario 1, you must also configure
Gateway B. The procedure in this section should not be performed until Gateway B
has been configured and is ready to connect.

1 Inthe EN-4000 Management System, select the Network tab. Then select VPN,
IPsec Status to see the status of each active IPsec VPN tunnel (Figure G-8).
(Active VPN tunnels include tunnels that are up and tunnels that are being
brought up.)

Figure G-8. Status of IPsec VPN Tunnels

encor&emo’ks | Aute Refresh: on

System

Intarfacss  Firewad  Sfanc Roures  Load Shanndg/Falover  @oS  DIBgNosDos  Hosmames  DHGP and ONS | VPN

Geperal Settings Strongswan TRSEC Status @nline Help

Dutput of "IPSEC Stahus! |
Security Associations (1 up, 0 connecting)
net-net[1]: ESTABLISHED 2 minutes ago, 192.168.0.1[@moaon.strongswan.org]...192,168.0.2[ @sun, strongswan.org |

net-net{1}: INSTALLED,TUNNEL, ESP in UDP SPIs: c7c56405_| cafccefb_0
net-net{i}: 10.1.0.0/16 === 10.2.0.0/16

Note: The display lists one or more of the following:

« NO DATA FOUND: No IPsec VPN tunnel is active.

e CONNECTING: The indicated IPsec VPN tunnels are starting IKEv1l’'s phase 1
(tunnel set-up).

e INSTALLED: The indicated IPsec VPN tunnels are starting IKEv1l’'s phase 2
(data transfer).

e ESTABLISHED: The indicated IPsec VPN tunnels have finished IKEv1’'s
phase 2 (data transfer) successfully.

If your IPsec VPN tunnel’s name (TUNNEL, in Figure G-8) is displayed in the
INSTALLED line of the IPsec VPN Tunnel Status Screen, then the tunnel has
been set up successfully and is exchanging data with Gateway B.
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G.5 Troubleshooting

If there is a problem with an IPsec VPN tunnel, do the following:

1 On the EN-4000 management system, select the Status tab; then select the
System Log tab.

« The system log (Figure G-9) is displayed.
Note: Your EN-4000’s system log will include progressive states of the IPsec
VPN tunnels.

Figure G-9. System Log

encor&eiworks

Status || System | Network || Statistics Logout.

Overview  Firewall Routes  System Log | Kernel Log  Processes  Realtime Graphs

System Log

Bpr 22 12:37:19 EN-4000 syslog.notice end000:: Current temperature 55.000000
Rpr 22 12:37:24 EN-4000 syslog.notice en4000:: Current temperature 55.000000
Bpr 22 12:37:29 EN-4000 syslog.notice temperature 55.000000
Bpr 22 12:37:34 EN-4000 syslog.notice temperature 55.000000
Bpr 22 12:37:39 EN-4000 syslog.notice temperature 55.000000
Bpr 22 12:37:44 EN-4000 syslog.notice temperature 55.000000
Bpr 22 12:37:49 EN-4000 syslog.notice temperature 55.000000
Bpr 22 12:37:54 EN-4000 syslog.notice temperature 55.000000
Rpr 22 12:37:59 EN-4000 syslog.notice Current temperature 55.000000
Bpr 22 12:38:04 EN-4000 syslog.notice :: Currentc temperature 55.000000
Rpr 22 12:38:09 EN-4000 syslog.notice : Current temperature 55.000000
Bpr 22 12:38:14 EN-4000 syslog.notice : Current temperature 55.000000
Bpr 22 12:38:19 EN-4000 syslog.notice :: Current temperature 55.000000
Bpr 22 12:38:24 EN-4000 syslog.notice : Current temperature 55.000000
Bpr 22 12:38:29 EN-4000 syslog.notice : Current temperature 55.000000
Bpr 22 12:38:34 EN-4000 syslog.notice :: Current temperature 55.000000

Bpr EN-4000 syslog.notice : Current temperature 55.000000
Zpr EN-4000 syslog.notice Current temperature 55.000000
Apr EN-4000 syslog.notice temperature 55.000000
Apr EN-4000 syslog.notice temperature 55.000000

Bpr 22 12:38:59 EN-4000 syslog.notice
Bpr 22 12:39:04 EN-4000 syslog.notice
Apr 22 12:39:09 EN-4000 syslog.notice
Bpr 22 12:39:14 EN-4000 syslog.notice
Apr 22 12:39:19 EN-4000 syslog.notice
Bpr 22 12:39:24 EN-4000 syslog.notice
BApr 22 12:39:29 EN-4000 syslog.notice
Bpr 22 12:39:34 EN-4000 syslog.notice
Bpr 22 12:39:39% EN-4000 syslog.notice
BApr 22 12:39:44 EN-4000 syslog.notice
Bpr 22 12:39:4% EN-4000 syslog.notice
Apr 22 12:39:54 EN-4000 syslog.notice
Bpr 22 12:39:5% EN-4000 syslog.notice
Apr 22 12:40:04 EN-4000 syslog.notice
Bpr 22 12:40:09 EN-4000 syslog.notice
Bpr 22 12:40:14 EN-4000 syslog.notice
BApr 22 12:40:20 EN-4000 syslog.notice
Bpr 22 12:40:25 EN-4000 syslog.notice
Bpr 22 12:40:30 EN-4000 syslog.notice
Bpr 22 12:40:35 EN-4000 syslog.notice
BApr 22 12:40:40 EN-4000 syslog.notice

temperature 55.000000
temperature 55.000000
temperature 55.000000
: Current temperature 55.000000
:: Current temperature 55.000000
: Current temperature 55.000000
: Current temperature 55.000000
:: Current temperature 55.000000
: Current temperature 55.000000
: Current temperature 55.000000
1: Current temperature 55.000000
Current temperature 55.000000
temperature 55.000000
temperature 55.000000
temperature 55.000000
temperature 55.000000
temperature 55.000000
: Current temperature 55.000000
: Current temperature 55.000000
:: Current temperature 55.000000
: Current temperature 55.000000

2 Do the following:

a Find lines about the VPN tunnel in the system log. (The system log includes
tunnel names.)

b Study those lines to determine the cause of the problem.

¢ Then consider potential resolutions of the problem.
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