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™ EN-4000™ Reference Manual
Document 9

The EN-4000™ n IPsec Virtual
Private Networks

ne of the principal features of routers is their support of virtual private networks
(VPNSs). This document discusses transmission security, VPNs, and how the
EN-4000 sets up and uses a VPN connection.

A VPN is a secure encrypted transmission between two or more private endpoints over
a public network. Tunneling—encapsulating data within secure packets—isolates the
private data from other traffic carried by the public network, providing secure
transport over the network. The public network uses the header information in the
packets to deliver the packets to their destination. When the destination endpoint
receives the packets, it authenticates and unpackages them, and decrypts the data.

Use of VPNs allows for dynamic, temporary connections instead of permanent physical
connections. This allows an organization to build a private network over the public IP
network, which reduces costs for the number of leased lines that the organization
needs to maintain. In addition, connection (via VPN client software) over the internet
allows business travelers to communicate with the office network from any site that
has a connection to the internet.

The EN-4000 supports VPN’s IP Security Protocol (IPsec, described in RFC 2401) and
supports IPsec’s use of the Internet Key Exchange, version 1 (IKEv1l) and version 2
(IKEv2). An EN-4000 device can use IKEv1l and IKEv2 at the same time, but not on
the same port at the same time.

See the following sections:
* IPsec VPN Configuration in the EN-4000
e Testing and Tracking VPN Connections
= Basics of Virtual Private Networks

= Developing a Virtual Private Network

For information on trademarks, safety, limitations Version A.3, August 2014
of liability, and similar topics, see © 2014 Encore _Networks, Inc.
http://www.encorenetworks.com/disclaimer.htm. All rights reserved.
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9.1 IPsec VPN Configuration in the EN-4000

VPN configuration requires collection of a fair amount of information before the
actual configuration can be performed. See the following:

» Configuring IPsec VPNs on the EN-4000
e Starting the Tunnel

9.1.1 Configuring IPsec VPNs on the EN-4000

Note: Itis important to plan your virtual private network. Before configuring the
EN-4000’s IPsec VPN tunnels, study the material discussed in Basics of Virtual
Private Networks (on page 13) and in Developing a Virtual Private Network (on
page 26).

Do the following to configure the EN-4000’s IPsec VPN tunnels:
1 Open a browser and log into the EN-4000.

Note: For details, see the section Logging In, in the document Configuring
General Settings for the EN-4000.

2 On the EN-4000’s browser-based management system, select Network,
VPN.

< The List of Configured IPsec VPN Tunnels is displayed (Figure 9-1).

Caution: The IP addresses shown in the figures are examples. Consult your
network administrator for IP addresses to use in your network.

@ ———m

Figure 9-1. List of Configured IPsec VPN Tunnels

Changes: 0
encor&etworks

Status System Network Statistics

Interfaces DHCP and DNS  Hostnames  Static Routes  Load Sharing/Failover Firewall Diagnostics QoS Configure Diagnestics MAC Device Info Overrides | VPN | VRRP  Serial

Multiwan

General Settings | Strongswan  IPSEC Status  Online Help

IPSEC -- Tunnels

Internet Protocol Security is a protocel suite for securing Internet Protocol communications by authenticating and encrypting each IP packet of a communication session

IPSec Tunnels
Tunnel Name Left Subnet Left Right Right Subnet Tunnel Up Tunnel Down
2.2.2.22/24

firsttunnel 3.4.5.6/32 Yeany 3.3.8.3
99.88.77.99/32

44.44.44.54/24

32.32.32.47/32 &' Tunel Lp 18 Turnel Down

7] Add IPSEC TUNNEL

~IPSEC Defaults

IKE Lifetime

72h es |£] Edit

IPSEC Actions

Modificatons &

IPSEC Start IPSEC Stop IPSEC Restart Additions

2 IPSEC Stat 18 IPSEC Stop [ IPSEC Restart (@ save & Apply

3 Review the configured VPN tunnels.

Note: In the VPN tunnel configuration screens, “left” indicates “local” (that
is, it indicates the EN-4000 router) and “right” indicates “remote” (the
device at the other end of the connection).
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4 You may need to add or revise some VPN tunnels to reflect changes in your
network configuration. If so, do the following, for as many VPN tunnels as
needed for your EN-4000:

a To add an IPsec VPN tunnel, select the button Add IPsec Tunnel (below the
list of Tunnel Names).

b To revise a VPN tunnel configuration, select the Edit button on the right side
of that VPN tunnel’s row.

< In either case, the screen for Configuring an IPsec VPN Tunnel is displayed
(Figure 9-2).

Figure 9-2. Configuring an IPsec VPN Tunnel

Status | System | Network | Statistics Logout

Interfaces  DHCP and DNS  Hostnames  Static Routes  Load Sharing/Failover  Firewall  Diagnostics QoS  Configure Diagnostics  MAC Device Info Overrides | VPN | VRRP  Serial

Multiwan

General Settings  Strongswan  IPSEC Status  Online Help

IPSEC - Tunnels - (Unnamed Tunnel)

Config the Individual IPSec tunnels

Tunnel Name

Left Subnet

1@ To Reduce to 1 entry, use RESET->SAVE_APPLY and enter value

Left i1z
(@ Refers to Local Machine

Left ID [encorenetwerks.com

Left Firewall [no

Right i1z
1@ Refers to Remote Machine

Right Subnet e
1@ To Reduce to 1 entry, use RESET->SAVE_APPLY

Right ID [encore

IPSec startup operations [START [+]

Pre-Shared Key [ &

] Back to Overview Reset | @ Save ([0 Save & Apply

5 Configure or revise the settings for the VPN tunnel. Confer with your network
administrator for values that the VPN tunnel will use.

% The following are sample values:

Caution: Do not use these values. They are shown here only as examples
of entries. Confer with your network administrator for IPsec VPN values.

@ ———m

e Tunnel Name: Tunnel 01

e Left Subnet: a.b.c.0/24 (where a.b.c indicates the local private network)
- Left: e.f.g.h (where e.f.g.h is the local EN-4000’s public IP address)

e Left ID: e.f.g.h (where this ID reflects the public IP address)

» Left Firewall: NO

 Right: i.j.k.l (where i.j.k.l is the remote router’s public IP address)

e Right Subnet: m.n.p.0/24 (where m.n.p indicates the remote private
network)

 Right ID: i.j.k.l (where this ID reflects the public IP address)
« IPsec Start-Up Operations: ROUTE
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e Pre-Shared Key: 24xn42aa93lw (Do not use this pre-shared key; is it merely
an example.)
Note: The preshared key includes the lowercase letter “I” (ell); do not mistake
it for the number “1” (one).

6 When you have finished configuring the VPN tunnel, do one of the following:

a To leave the configuration screen without changing or saving the VPN tunnel,
select the Back to Overview button at the lower left of the screen.

« The List of Configured IPsec VPN Tunnels is redisplayed without changes.

b To save the configuration, select the Save & Apply button (in the lower left
corner of the screen).

< The new VPN tunnel configuration is saved. The List of Configured IPsec
VPN Tunnels is redisplayed (Figure 9-3). The new tunnel is at the bottom

of the list.

Figure 9-3. List of Configured IPsec VPN Tunnels
Including the Tunnel Named Tunnel 01

Changes: 0

encor&etworks

Status | System || Network | Statistics
Interfaces DHCP and DNS. Hostnames Static Routes  Load Sharing/Failover  Firewall Diagnostics QoS Configure Diagnostics MAC Device Info Qverrides | VPN VRRP Serial
Multiwan

General Settings | Strongswan  IPSEC Status  Online Help

IPSEC -- Tunnels

Internet Protocol Security is a protocol suite for securing Internet Protocol communications by authenticating and encrypting each IP packet of a communication session

~IPSec Tunnels

Tunnel Name Left Subnet Left Right Right Subnet Tunnel Up Tunnel Down

2.2.2.22/24
firsttunnel 3.4.5.6/32 gggz:g:
99.88.77.99/32 .32.32.

& Tunnel Up I8 Tunnel Down |£] Edit| %] Delete

Ilunnel 01 10.5.6.0/24 14.15.16.17 22.23.24.25 172.23.9.0/24 & TunnelUp 12 Tunnel Down €] Edit| %] Delete

] Add IPSEC TUNNEL

IPSEC Defaults

IKE Lifetime KeyLife Aggressive

72h 24h yes |4 Edit

IPSEC Actions

Modificatons &

IPSEC Start IPSEC Stop IPSEC Restart Additions

(@ Save & Apply

% IPSEC Start @ IPSEC Stop (3 IPSEC Restart

7 To configure IPsec for the EN-4000, select the Edit button at the far right of
the row under IPsec Defaults.

« The screen for Configuring IPsec Defaults is displayed (Figure 9-4).
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Figure 9-4. Configuring IPsec Defaults

encor&etworks

Status System Network Statistics

Interfaces  DHCP and DNS  Hostnames

Multiwan

General Settings | Strongswan

IPSEC Defaults

Load Sharing/Failover  Firewall  Diagnesties QoS

Configure Diagnostics ~ MAC Device Info Overrides | VPN | WVRRP  Serial

Config the IPSec defaults
IPsec Default Configuration

Ike Lifetime

Key Life

ReKey Margin

[
@ Time: s=seconds,m=minutes,h=hours

[
@ synonym for lifetime

[
@ Time: s=seconds,m=minutes,h=hours

Keying Tries [H]

Key Exchange [ikev2 [=]
Auth [secret =]
Aggressive Mode [Yes [=]
IKE Encryption Protocol AES256

IKE Authencation Protocol [mps =]
IKE DH Group [Group2 =]
ESP Encryption Protacol [AES256 =]
ESP Authencation Protocol [mD5 [=]
ESP DH Group [Group2 [=]
DPD Action [Restat [=]
DPD Delay [20s

@ Time: s=seconds,m=minutes,h=hours

DPD timeout [120s

1) Time: s=seconds,m=minutes,h=hours
RE-KEY [no [~]
RE-AUTH [mo =]
Responder [mo

(@ value will be placed in the Strongswan.conf file

=] Backto Overview @ Reset |@ Save [0 Save & Apply

Note: Confer with your network administrator to determine the settings for
the EN-4000’s IPsec VPN connections. Make sure you select options that are
compatible with the version of the Internet Key Exchange (IKEv1l or IKEv2)
that you want to use.

« The following are sample values:

Caution: Do not use these values. They are shown here only as examples
of entries. Confer with your network administrator for IPsec VPN values.

@ ———m

e Phase 1:

IKE Lifetime: 72h [72 hours]

Key Life: 8h [8 hours]

ReKey Margin: Oh [0 hours; thus no kilobytes rekeying]

*

Keying Tries: 2 [the default value]

Key Exchange: IKEv1l

Auth [Authentication]: secret

Aggressive Mode: No (“No” indicates use of main mode.)
IKE Encryption Protocol: 3DES

IKE Authentication Protocol: SHA1

IKE DH [Diffie—Hellman] Group: Group2

® & 6 6 6 0 0 o o



Page 9-6 EN-4000™ Reference Manual, Document 9

8

10

« Phase 2 (uses perfect forward secrecy):
¢ ESP Encryption Protocol: 3DES
ESP Authentication Protocol: SHA1
ESP DH [Diffie—Hellman] Group: Group2
DPD [Dead Peer Detection] Action: Restart
DPD [Dead Peer Detection] Delay: 20s [seconds]
DPD [Dead Peer Detection] Timeout: 120s [seconds]
Re-Key: No
Re-Auth: No
¢ Responder: No (This means that the local EN-4000 will initiate the tunnel.)

L ZER 2R 2R 2R SR 2R 4

When you have finished configuring IPsec defaults, select the Save & Apply
button in the lower right corner of the screen.

< The IPsec defaults are saved, and the List of Configured IPsec VPN Tunnels
is redisplayed (recall Figure 9-3).

When you have configured all VPN tunnels for the EN-4000, select the Save
& Apply button under Modifications and Additions (at the lower right of the
screen for the List of Configured IPsec VPN Tunnels).

Note: The router at the other end of the VPN tunnel must also be
configured for this connection.

Do one of the following:

If this is the first IPsec VPN activity since system start-up, select the IPSEC
Start button (at the lower left of the management window).

If IPsec VPN tunnels are already running, select the IPSEC Restart button.
< In either case, the new IPsec VPN tunnel is started.
Note: After the IPSEC Start button has been selected, you can select a

VPN tunnel’s Tunnel Down button to bring that tunnel down. Then you can
select its Tunnel Up button to restart the VPN tunnel.

You can use the IPSEC Stop button to stop all VPN tunnels. (The VPN packet
transmissions will be dropped.) When you are ready to resume use of the
tunnels, select the IPSEC Restart button to re-initiate all IPsec VPN tunnels.

9.1.2 Starting the Tunnel

If you performed step 10a or step 10b in the procedure for Configuring IPsec VPNs
on the EN-4000, the tunnel is already up, and you may skip this section.

1

In the List of Configured IPsec VPN Tunnels (recall Figure 9-3), select the
Tunnel Up button in the row for the tunnel named Tunnel 01.

< The selected VPN tunnel (Tunnel 01) is started.
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9.2 Testing and Tracking VPN Connections

See the following:

e Testing VPN Connections

= Tracking VPN Connections

9.2.1 Testing VPN Connections

Do the following to test a VPN connection:
1 On the EN-4000 management system, select the Network tab.
2 Under Networks, select the Diagnostics tab.

% The Diagnostics Screen is displayed (Figure 9-5).

Figure 9-5. Diagnostics Screen

Interfaces  DHCP and DNS  Hostnames  Static Routes  Firewall  Diagnestics QoS  Configure Diagnostics  MAC Device Info Overrides  Multiwan

Diagnostics

 Network Utilities

: [encorenetworks.com [encorenetworks.com [encorenetworks.com

! [IPvd[] @ Ping (@ Traceroute (3 Nslookup

Install iputils-traceroutes for IPV6 traceroute

3 Look at the ping set-up area on the left of the screen (Figure 9-6), under the
heading Network Utilities.

Figure 9-6. Ping Set-Up Area (Detail of Diagnostics Screen)

""" Metwork Utilities

|encorenetworks .com

[P=] @ P

4 In the top field, enter the ping destination.

Note: The destination can be entered as an IP address or as a URL (a
website path and name).

5 In the IP selection box below the field, pull down a menu to select I1Pv4 or
IPV6G.

Note: If you typed an IP address in step 4, the IP version you select here
must match that IP address’s format.

6 In the action box below the field, select the Ping button.

« If the ping is successful, the screen displays ping statistics, indicating that
the VPN tunnel is active (Figure 9-7).
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encor&etworks

Statistics
Interfaces DHCP and DNS Hostnames

Di

ics

Figure 9-7. Messages Showing Successful Ping

Static Routes Firewall Diagnostics Qo5 Configure Diagnostics  MAC Device Info Overrides  MWAN3 Multi-WAN Multiwan

Network Utilities

[encorenetworks.com

(o] @ P

[encorenetworks.com
(O Nslookup

[encorenetworics.com
(@ Traceroute

Install iputils-traceroute6 for IPv6 traceroute

PING encorenetworks.com (74.50.25.147): 56 data bytes

64 bytes from 74.50.25.147: seq=0 ttl=5{ time=188.995 ms
64 bytes from 74.50.25.147: seg=l ttl=54 time=159.345 ms
64 bytes from 74.50.25.147: seg=2 ttl=54 time=171.024 ms
64 bytes from 74.50.25.147: seg=4 ttl=54 time=122.060 ms

--- encorenetworks.con ping statistics ---
S packets transmitted, 4 packets received, 20% packet loss
round-trip min/avg/max = 159.345/175.356/188.995 ms

< If the ping is unsuccessful, the screen indicates that no acknowledgments
were returned. That means that there is no communication (Figure 9-8).

encor&etworks

Status. Statistics

Interfaces  DHCP and DNS  Hostnames

Figure 9-8. Message Showing Unsuccessful Ping

Logout

Static Routes  Firewall = Diagnostics QoS Configure Diagnostics  MAC Device Info Overrides  MWAN3 Multi-WAN  Multiwan

-~ Network Utilities

[encorenetworics.com

[Pvd~] (@ Ping

[encorenetworks.com

(@ Nslookup

[encorenetworics com

(@ Traceroute

Install iputils-traceroute6 for IPv6 traceroute

PING encorenetworks.com (74.50.25.147): 56 data bytes

--- encorenetworks.com ping statistics ---
5 packets transmitted, 0 packets received, 100% packet loss

Note: If the ping is unsuccessful, check the connections and IP address,
and repeat step 4.
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9.2.2 Tracking VPN Connections

See the following sections:

e Tracking Specific Information

« Tracking General VPN Activity

9.2.2.1 Tracking Specific Information

1 Select Network, VPN, StrongSwan to see the List of VPN Tunnel
Configuration Scripts (Figure 9-9).

Caution: This screen is only for information. Do not modify the script. All
changes must be made through the menus on the EN-4000 management
screens.

@ ———m

Figure 9-9. List of VPN Tunnel Configuration Scripts

System Network Statistics
Interfaces  Firewall  Static Routes  Load Sharing/Failover QoS  Diagnostics  Hostnames  DHCP and DNS | WPN  VRRP  Serial

General Settings  Strongswan  IPSEC Status  Online Help

Strongswan Conf

Configuration File for Strongswan

# strongswan.conf - strongSwan configuration file
# Refer to the strongswan.conf(5) manpage for details
# Configuration changes should be made in the included files

charon {
load modular = yes
plugins {
include strongswan.d/charon/*.conf
H
¥

include strongswan.d/=.conf

(@ Reset @ Submit

2 Select Network, VPN, IPsec Status to see which IPsec VPN tunnels are up
and active (Figure 9-10).

Figure 9-10. Status of IPsec VPN Tunnels

encor&etworks

Status

| Aute Refresh: on

Intarfacss  Firewsd  Sfanc Roures Load Shannd/Falover  GoS  DIagnosocs  Hosmames  DHGPand ONs | VPN | WREP  Senal

General Settings . Stongswan | TPSEC Status | Gnline Help

Output of "[PSEC Status! &

Security Associations (1 up, 0 connecting)

net-net[1]: ESTABLISHED 2 minutes ago, 192.168.0.1[@moaon.strongswan.org]...192,168.0.2[ @sun, strongswan.org |
net-net{1}: INSTALLED,TUNMNEL, ESP in UDP SPIs: c7¢56405 | cafccefb_0

net-net{1}: 10.1.0.0/16 === 10.2.0.0/16
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3 Select Network, VPN, Online Help to link to a site for more information
about VPN tunnels (Figure 9-11).

Figure 9-11. Screen for Link to Online Help

Interfaces Firewall Static Routes Load Sharing/Failover QoS Diagnostics Hostnames DHCP and DNS | VPN VRRP Serial

General Settings  Strongswan  IPSEC Status | Online Help

Online Help

Strongswan package help:
PEER TO PEER TUNNEL EXAMPLE

IPSec Conf Parameters

4 Select the first link shown in Figure 9-11 to see a StrongSwan page that
shows a test network (Figure 9-12). You may select items on that page for
details of the configuration.

Figure 9-12. Web Page for StrongSwan Test Network

strongSwan UML Tests / ikev2 / net?net-psk

Test ikev2/net2net-psk

Description

A connection between the subnets behind the gateways moon and sun 1s set up. The
authentication is based on Preshared Keys (PSK). Upon the successful establishment of the
IPsec tunnel, leftfirewall=ves automatically inserts iptables-based firewall rules that let pass
the tunneled traffic. In order to test both tunnel and firewall, client alice behind gateway
moon pings client bob located behind gateway sun.

* console log

@ T N TR, @
% ethD ethl i ethd ethd U= eth1 ethn%

10.1.0.10 10.1.01 182.168.0.1 192.168.0.2 10.2.0.1 -
Client Gateway Gateway 10.2.0.10 gjigry
alice moon sun bob
ethD
192.168.0.150
5
B
B
Websarver
winnetou
moon
s ipsec.conf » ipsec statusall e 1p -s xfrm policy
® ipsec.secrets * ipsec listall ® ip -s xfrm state
e ipsec.sqgl o auth.log e ip route list table 220
s strongswan.conf s daemon log e iptables -L
sun
& ipsec.conf * ipsec statusall # 1p -s xfrm policy
® ipsec secrets * ipsec listall ® ip -s xfrm state
® ipsec.sgl o auth log ® ip route list table 220
* strongswan.conf * daemon log * iptables -L
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5 Select the second link shown in Figure 9-11 to see a StrongSwan page that

discusses VPN tunnel configuration (Figure 9-13).

Figure 9-13. Web Page for StrongSwan General Connection Parameters

(Partial Display)

/ Project Management

Register

strongSwan

Overview Activity Roadmap Issues Wiki Repository

Search:

UserDocumentation » ConfigurationFiles » IpsecConf »
ipsec.conf: conn <name>

General Connection Parameters
aaa_identity = =id>

defines the identity of the AAA backend used during IKEv2 EAP authentication. This is required if
the EAP dlient uses a method that verifies the server identity (such as EAP-TLS), but it does nat
match the IKEv2 gateway identity.

ah = <cipher suites>

comma-separated list of AH algorithms to be used for the connection, e.q. shai-sha256-modp1024.
The notation is integrity[-dharoup]. For IKEvZ, multiple algarithms (separated by -) of the same type
can be included in a single proposal. IKEv1 only includes the first algerithm in a proposal.

Only either the ah or the esp keyword may be used, AH+ESP bundles are not supported.

There is no default, by default ESP is used. The dacmen adds its extensive default proposal to the configured
value. To restrict it to the configured proposal an exclamation mark (1) <an be added at the end.

Note: As @ respender the dasmon aceepts the first supperted proposal recaived from the peer. In order

to restrict a responder to enly accept specific cipher suites, the strict flag (!, exclamation mark)

can be used, e.q: sha256-sha512-modp204&!

If dh-group is specified, CHILD_SA/Quick Mode setup and rekeying include a separate Diffe-Hellman exchange.

Refer to IKEv1CipherSuites and IKEv2CipherSuites for a list of valid keywords.
Available since 5.1.1.
sggressive = yes | no
whether to use IKEv1 Aggressive or Main Mode (the default). Available since 5.0.0.
also = <section name=>
includes conn section <name>.
authby = pubkey | rsasig | ecdsasig | psk | secret | xauthrsasig | xauthpsk | never

how the two security gateways should authenticate each other; acceptable values are secret or psk
for pre-shared secrets, pubkey (the default) for public key signatures as well as the synenyms rsasig
for RSA digital signatures and ecdsasig for Elliptic Curve DSA signatures.

never can be used if negotiation is never to be attempted or accepted (useful for shunt-only conns).
Digital signatures are superior in every way to shared secrets. IKEv1 additionally supports the values
xauthpsk and xauthrsasig that will enable extsnded Authentication (XAuth) in addition to IKEv1 main
mode based on shared secrets or digital RSA signatures, respectively.

History

ipsec.conf: conn <name>
General Connection Parameters
lft|right End Parameters
IKEv2 Mediation Extension Parameters
Removed parameters (since 5.0.0)

Documentation

User Documentation
Installation Documentation
Developer Documentation
IPsec Documentation

Flaw Reporting

Resources

Changelog
Download
Gitweb

Wiki
Start page

Index by title
Index by date

n
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9.2.2.2 Tracking General VPN Activity

1 On the EN-4000’s management system, select the Status tab.

2 Under Status, select the System Log tab.

« The System Log is displayed (Figure 9-14), showing a line-by-line log of
the EN-4000 activities. You can review the IPsec VPN activities listed in this

file.

encor&etworks

Status || System

Overview  Firewall

System Log

Network | Statistics

Routes System Log

Logout

Kernel Log

Figure 9-14. System Log
(Partial Display)

Processes Realtime Graphs

Apr 15 18:16:39
Apr 15 19:17:42
Apr 15 19:17:42
Apr 15 18:27:44
Apr 15 19:27:44¢
Apr 15 19:31:06
Apr 15 19:31:06
Apr 15 19:32:25
Apr 15 19:32:25
Apr 15 19:35:03
Apr 15 18:35:03
Apr 15 19:36:23
Apr 15 19:36:23
Apr 15 18:46:25
Apr 15 19:46:25
Apr 15 19:56:27
Apr 15 19:56:27
Apr 15 20:01:06
Apr 15 20:01:06
Apr 15 20:02:26
Apr 15 20:02:26
Apr 15 20:06:04
Apr 15 20:06:04
Apr 15 20:07:23
Apr 15 20:07:23
Apr 16 10:40:51
Apr 16 10:40:51
Apr 16 10:40:51
Apr 16 10:40:51
Apr 16 10:40:54
Apr 16 10:40:54
Apr 16 10:42:17
Apr 16 10:42:17
Apr 16 10:44:08
Apr 16 10:44:08
Apr 16 10:48:14
Apr 16 10:48:14
Apr 16 10:48:27
Apr 16 10:48:27
Apr 16 10:50:01
Apr 16 10:50:01
Apr 16 10:51:52
Apr 16 10:51:52
Apr 16 10:52:56
Aor 16 10:52:56

@

Note: The System Log is live; it shows activity up to the second that you
open it. Although the file continues recording information while it is open, it
will not show new information until you refresh the browser window.

The file is not permanent; it refreshes when the EN-4000 reboots.

EN4000_Use_and Test
EN4000_Use_and Tesc
EN4000_Use_and Test
EN4000_Use_and_Test
EN4000_Use_and_Tesc
EN4000 Use_and Test
EN4000_Use_and_Test
EN4000_Use_and_Tesc
EN4000_Use_and Test
EN4000_Use_and Test
EN4000_Use_and Test
EN4000_Use_and Tesc
EN4000_Use_and Test
EN4000_Use_and_Test
EN4000_Use_and_Tesc
EN4000 Use_and Test
EN4000_Use_and_Test
EN4000_Use_and_Tesc
EN4000_Use_and Test
EN4000_Use_and Test
EN4000_Use_and Test
EN4000_Use_and Tesc
EN4000_Use_and Test
EN4000_Use_and_Test
EN4000_Use_and_Tesc
EN4000 Use_and Test
EN4000_Use_and_Test
EN4000_Use_and Test
EN4000_Use_and Test
EN4000_Use_and Test
EN4000_Use_and Test
EN4000_Use_and Tesc
EN4000_Use_and Test
EN4000_Use_and_Test
EN4000_Use_and_Tesc
EN4000 Use_and Test
EN4000_Use_and_Test
EN4000_Use_and Test
EN4000_Use_and Test
EN4000_Use_and Test
EN4000_Use_and_Test
EN4000_Use_and Tesc
EN4000_Use_and Test
EN4000_Use_and_Test
EN4000 Use and Tesc

daemon.i
daemon.i
daemon. i
daemon.i

daemon.i

dnsmasg-dhcp[2614] ¢
dnsmasg-dhcp[2614] :
dnsmasg-dhep [2614] :
dnsmasg-dhcp[2614] :
dnsmasg-dhcp[2614] :
dnsmasqg-dhep [2614] :
dnsmasg-dncp [2614] ©
dnsmasg-dhcp[2614] ¢
dnsmasg-dhcp[2614]
dnsmasg-dhcp [2614] ©
dnsmasg-dhcp[2614]
dnsmasg-dhcp[2614] :
dnsmasg-dhep [2614] :
dnsmasg-dhcp[2614] :
dnsmasg-dhcp[2614] :
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9.3 Basics of Virtual Private Networks

This section discusses basic principles and operations in Virtual Private Networks.

A VPN device encapsulates information into IP packets, and can perform as a VPN
gateway over public networks that use IP. As a VPN gateway, a VPN device can
perform IPsec tunnel initiation, IPsec tunnel termination, and IPsec passthrough.
Those processes use IPsec for VPN security, performing the functions listed in

Table 9-1.

Table 9-1. IPsec Components Used in the EN-4000

Function Protocols Acronym Standard?
Key Exchange Internet Key Exchange IKE Version 1: RFC 2409
Version 2: RFC 5996
Internet Security Association ISAKMP RFC 2408
and Key Management Protocol
Encryption Data Encryption Standard DES FIPS PUB 46-2
Triple Data Encryption Standard | 3DES SP 800-67, Revision 1
(per FIPS PUB 140-2)
Advanced Encryption Standard AES FIPS PUB 197
Security Encapsulating Security Payload ESP RFC 2406
Protocols
Authentication Header AH RFC 2402
Authentication | Hashed Message Authentication | HMAC MD5 RFC 1321;
Code: Message Digest 5 For use of MD5 within
ESP and AH: RFC 2403
Hashed Message Authentication | HMAC SHA-1 | RFC 2404
Code: Secure Hash Algorithm 1
Hashed Message Authentication | HMAC SHA-3 | FIPS PUB 180-4

Code: Secure Hash Algorithm 3

1. Each Request for Comments (RFC) is from the Internet Engineering Task Force (IETF). Each Federal
Information Processing Standard Publication (FIPS PUB) and each Special Publication (SP) is from the
National Institute of Standards and Technology (NIST).

The EN-4000 can implement IKE version 1 (IKEv1l) or version 2 (IKEv2) VPN
tunnels with any other IPsec-compliant VPN gateway or VPN client. The EN-4000
supports the following tunnel modes:

< Tunnel initiation: The device receives packets from a local user terminal.
The device encapsulates the packets according to the IPsec user policy,
establishes a VPN tunnel across the public network to a remote VPN gateway,
and sends the packets across the VPN tunnel toward their destination.

» Tunnel passthrough: The device receives IPsec-encapsulated packets from
a client VPN terminal, and provides transparent forwarding of the IP packets
according to the IPsec user policy. The device sends the packets across the

public network without repackaging them.
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e Tunnel termination: The device terminates (accepts) an IPsec tunnel
initiated by a remote VPN gateway or VPN client across the public network.
The device authenticates and unpackages the tunnel’s packets, and delivers
them to the destination terminal. (To perform tunnel termination, the device
must maintain a table of VPN users that function as prospective tunnel
initiators; see The IP Policy Table.)

See the following:

= A Simple Virtual Private Network
e Tunnel Modes
e Tunnel Support

« Internet Key Exchange

9.3.1 A Simple Virtual Private Network

Figure 9-15 illustrates two EN-4000s functioning as VPN gateways over the IP
network.

Figure 9-15. EN-4000s as VPN Gateways

LAN
(4.4.4.x)

LAN Tarminal
(1.1.1x)

EN4DDOD Tunnel Turmel EN4ODD | E
Laptop 5 over IP over IP s | :
Terminal

H (IP Network) ~ |
i 1.1.1.1 2221 9591 daai \
1112 |

Figure 9-16 shows a simplified example of the EN-4000’s encryption and
encapsulation of data.

Note: The transmission shown in Figure 9-16 originates from the laptop
terminal (IP address 1.1.1.2) shown in Figure 9-15, and is destined for the
desktop terminal (IP address 4.4.4.2) in Figure 9-15.
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Figure 9-16. Sample IPsec Encryption and Encapsulation
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9.3.2 Tunnel Modes

The EN-4000 supports the following modes for VPN tunnels:

e Tunnel Initiation
e Tunnel Termination

* Tunnel Passthrough

9.3.2.1 Tunnel Initiation

The EN-4000 can initiate a VPN tunnel, using IKEv1 or IKEvV2, to any other IPsec-
compliant VPN gateway. When a local user originates packets to the EN-4000,
and the packets need to travel over a VPN tunnel, the EN-4000 searches its
database for an appropriate VPN policy and VPN profile.

When an appropriate VPN policy and VPN profile have been determined, the
EN-4000 contacts the remote VPN gateway specified by the profile, and
negotiates a security association (SA). When the gateways agree on an SA and
set up a VPN tunnel, the EN-4000 encapsulates the packets according to the
policy, and sends them across the public network. When the remote VPN gateway
receives the packets, it forwards them to the remote destination.

Note: In order to use a VPN tunnel, the combination of origin and destination
must conform to a VPN policy. Otherwise, the request will be rejected.
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9.3.2.2 Tunnel Termination

When a remote VPN gateway initiates a VPN tunnel, the EN-4000 acts as a tunnel
terminator. The EN-4000 looks for matches against the following items:

e IDs
e Preshared key

* Peer (remote) user ID. This can be a group ID or a single ID.

If the values match a VPN policy record, the EN-4000 accepts the tunnel
termination. Then the EN-4000 negotiates the key, and accepts or rejects the
proposals presented by the initiating VPN gateway. If the remote user’s ID
matches a record in the EN-4000’s database, the EN-4000 agrees to terminate
the tunnel.

In Figure 9-17, a remote VPN user (User x) wishes to communicate with PC 1, so
User x initiates a VPN tunnel to the EN-4000’s external IP address. Because the
remote user’s ID matches a record in the EN-4000’s database, the EN-4000
agrees to terminate the VPN tunnel. (Figure 9-17 shows this VPN tunnel as a red
dotted line.)

Because the remote user wishes to communicate with PC 1, the EN-4000 opens
the VPN packets, decrypts them, and passes the information to PC 1.

Figure 9-17. EN-4000 Terminating Tunnel from VPN Client
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Table 9-2 lists sample parameters to support tunnel termination for a remote VPN
user.

Table 9-2. Sample Remote User Record

Field Sample Value

Peer ID (Remote User ID) al234@encorenetworks.com
Preshared Key Fekeded ek ke

Profile Group 1,2,4,5

Note: The choices for profile group can include up to four
VPN profiles. The EN-4000 chooses the first profile that the
peer ID matches.

One of the profile-group choices can be a wildcard—any
profile listed in the VPN profile database. You may list VPN
profiles before a wildcard, but there is no need to list any
profiles after a wildcard.

Certificate oo e e e e e e e e ke

Note: The remote user’s IP address does not need to be known in advance.

9.3.2.3 Tunnel Passthrough

Tunnel passthrough is used when a remote or local VPN user sends IPsec-
encapsulated packets to the EN-4000. In passthrough mode, the originating
device sets up the VPN tunnel, so the originating device is the VPN endpoint, and
the EN-4000 is merely a gateway. The EN-4000 gateway uses its VPN policy to
provide transparent forwarding of the VPN endpoint’s IP packets.

Tunnel passthrough occurs most often when packets are received from a VPN
client. If a remote user is using VPN client software, the client sets up a VPN
tunnel through the EN-4000 to a remote network. In this case, the EN-4000 does
not initiate a new VPN tunnel; it uses passthrough mode to carry the tunnel
created by the VPN client (which is the VPN endpoint in this scenario).

9.3.3 Tunnel Support

In some situations, a single VPN tunnel can support more than one user. See the
following:

e Tunnel Sharing
e Tunnel Switching

e Split Tunneling

9.3.3.1 Tunnel Sharing

More than one VPN profile can specify the same local and remote VPN gateways
to reach its remote endpoint. If two such profiles are active at the same time,
they are using the same tunnel between the gateways for their VPN connections
to different endpoints. This is called tunnel sharing (or tunnel multiplexing).
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9.3.3.2 Tunnel Switching

A remote endpoint can initiate a VPN tunnel into the network. If the remote
endpoint wishes to communicate with a destination endpoint that is outside the
network, the EN-4000 checks to see whether there is a VPN profile describing a
tunnel to the requested destination. If so, the EN-4000 initiates a VPN tunnel to
that destination, and routes the traffic from the initiating endpoint to the
destination. This is called tunnel switching.

In Figure 9-18 (an expansion of Figure 9-17), a remote VPN user (User x) wishes
to communicate with the network’s VPN host, but does not want to connect a VPN
tunnel to the host itself. So User X initiates a tunnel to the EN-4000’s external IP
address. Because the remote user’s ID matches a record in the EN-4000’s
database, the EN-4000 agrees to terminate the tunnel. (Figure 9-18 shows this
VPN tunnel as a red dotted line.)

The remote user wishes to communicate with the VPN host, so the EN-4000
accepts and decrypts the client’s VPN packets. Then the EN-4000 initiates a
tunnel to the VPN host, and passes the client’s packets to the VPN host.
(Figure 9-18 shows this tunnel as a black dotted line.)

Tunnel switching also hides the VPN client’s IP address.

Figure 9-18. EN-4000 Tunnel Switching between VPN Client and VPN Host
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9.3.3.3 Split Tunneling

The EN-4000 can route VPN traffic through VPN tunnels and can route non-VPN
traffic outside these tunnels, on the same line. The EN-4000 uses the IP policy
table to determine whether to route traffic through or outside a VPN tunnel.

The EN-4000 performs split tunneling automatically and dynamically.

Go to Table
of Contents
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9.3.4 Internet Key Exchange

The EN-4000 uses the Internet Key Exchange (IKE) protocol to provide secure
transmission between VPN endpoints. IKE negotiates security associations (SAs)
and provides authenticated keys for these SAs. (A security association is a set of
policies that establish a protected, authenticated connection for data
transmission.) IKE can be used to do the following:

e Set up virtual private networks (VPNSs).

« Provide a remote user secure access to a network. (The remote user’s IP
address does not need to be known in advance.)

» Negotiate SAs (and hide identities) for VPN client endpoints.

There are some differences between IKE Version 1 (IKEv1l) and IKE Version 2
(IKEv2). The EN-4000 supports use of IKEv1l and IKEv2 at the same time, but
not on the same port at the same time.

Note: All IKEv2 VPN connections work well across a device that performs
network address translation (NAT). However, an IKEv1 VPN connection must use
an appropriate path out of the LAN:

< When an IKEv1l VPN connection uses the Encapsulating Security Payload
(ESP) protocol, the connection can cross a device that performs NAT.

< When an IKEv1 VPN connection uses the Authentication Header (AH) protocol,
the connection must not cross a device that performs NAT.

9.3.4.1 Perfect Forward Secrecy

Perfect forward secrecy (PFS)—the use of uniquely derived keys to establish
security associations—is an important feature of the IKE protocol. PFS comprises
the following principles:

« Discovery of a key endangers only transmissions protected by that key;
o)

- Material used to derive one key cannot be used to derive additional keys;
and

= No key can be used to derive another key.

9.3.4.2 IKE Version 1

The Internet Key Exchange protocol, version 1, has two phases:

= Phase 1 is used for key exchange. In this phase, IKE negotiates the following
items to establish a Security Association for Phase 2:

The encryption algorithm

The hash algorithm
The authentication method

The Diffie—Hellman group

= Phase 2 negotiates an SA for services in the transmission. Then this phase is
used for data transmission.
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9.3.4.2.1 Details of IKE Version 1
IKEv1l maintains perfect forward secrecy in the way it performs the following:

« IKE uses a Diffie-Hellman (DH) exchange to set up phase 1. (A DH exchange
protects the identities of the originator and the recipient.) Phase 1 can use
main mode or aggressive mode (but not both).

Phase 1 establishes an SA for phase 2, as follows:

- The originator presents proposals for the SA. (The originator may send an
unlimited number of proposals; the recipient can limit the number it will
consider.)

- The recipient chooses one proposal and sends its response. The recipient
cannot change the proposal. If the originator notices that the proposal has
changed in any way, the originator refuses the response.

- When the originator accepts the response, the SA is set up for phase 2.
« In phase 2, IKE establishes an SA for data transmission. as follows:

- Phase 2 negotiates for services that will be used, such as IPsec.

- When the phase 2 SA is ready for data transmission, IKE deletes the SA that
phase 1 had established.

- In the SA for data transmission, quick mode is used for transmission. Both
sides of the connection can transmit data.

Instead of extensive authentication, which consumes time and CPU
resources, the SA now uses cookies for authentication. The cookie order
established in phase 1 (originator vs. recipient) is always used; the cookies
do not change order when the transmission direction changes.

Note: Each IKEv1 phase has a fixed lifetime. The lifetime can be defined in units
of time, number of transmissions, or total amount of transmission (in kilobytes).
A phase’s lifetime cannot be increased after the phase has started.

9.3.4.3 IKE Version 2

The EN-4000 implements the Internet Key Exchange protocol, version 2, in
conformance with Internet Engineering Task Force (IETF) RFC 5996.

IKEv2 simplifies key exchanges:

« |IKEV2 does not use IKEv1l's main mode, aggressive mode, or quick mode.
IKEv2 uses a single standard mode.

= Negotiation for set-up has reduced from a minimum of nine exchanges in
IKEV1 to a minimum of four exchanges in IKEv2.

= |IKEV2 uses only four types of messages, regardless of the number of
exchanges.

There are some other principal changes for IKEv2:

= VPN policies are simpler than in IKEv1.

e |KEv2 uses less bandwidth than IKEv1 uses.
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e |KEv2 has built-in NAT traversal; IKEvl must include ESP and exclude AH to
traverse NAT.

« In IKEv2, authentication has been separated from IP policy.
» IKEvV2 includes asymmetric authentication.
= IKEv2 supports authentication with EAP; IKEv1l does not support EAP.

» |IKEV2 can use MOBIKE to support a traveling connection; IKEv1l does not
support MOBIKE.

« |IKEV2 detects whether a tunnel is live; IKEv1l does not have that capability.

« IKEv2 does not process a request until after it has determined the identity of
the requester (as shown in the packet exchanges in step 1b on page 23 and
in step 2a on page 24). That determination reduces spoofing (and thus
reduces denial-of-service attacks).

9.3.4.3.1 Extensible Authentication Protocol

The Extensible Authentication Protocol (EAP) defines message formats used in
IKEv2. EAP for IKEv2 is described in IETF RFC 5106.

Note: EAP is a format protocol; it is not a transmission protocol. IKEv2 defines
the way that it transmits the EAP format.

9.3.4.3.1.1 EAP Authentication

IKEv2 uses EAP in providing authentication and establishing keys. EAP supports
authentication for the following:

- Password: A simple character string, shared by both sides of the connection.
Passwords are usually generated by humans, sometimes via algorithms,
sometimes not.

= Symmetric key: A complex character string, shared by both sides of the
connection. Symmetric keys are usually generated by computer-driven
algorithms.

= Asymmetric key pair: A complex set of keys. The public key is available to
anyone; the private key is known only to the key owner (generally the
recipient in any single exchange). An asymmetric key pair is generated by the
key owner, using a hash-encryption technique.

9.3.4.3.1.2 EAP Exchanges

An exchange pair may use a different authentication mechanism in each
direction. Table 9-3 lists the expected combinations for IKEv2 key exchanges.

Table 9-3. Standard EAP Combinations for IKEv2 Authentication

IKEV2 Initiator Sends: IKEv2 Responder Sends:

one part of asymmetric key pair counterpart in asymmetric key pair, or
password, or
symmetric key

symmetric key symmetric key
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9.3.4.3.2 MOBIKE

The EN-4000 includes support for the IKEv2 Mobility and Multihoming Protocol
(MOBIKE, described in IETF RFC 4555). MOBIKE permits IP addresses to change
dynamically—for example, as a mobile client moves during an IKEv2 VPN
connection.

When one side of the VPN connection moves, the endpoints use INFORMATIONAL
exchange pairs to indicate a change in that side’s IP address, without interrupting
the connection. MOBIKE supports this by updating the information for the tunnel
headers, and leaves the information inside the tunnel unchanged.

The parties in the connection usually do not experience any interruption in
service—and, if there is an interruption, the connection is re-established quickly;
the call is not dropped.

Caution: MOBIKE does not currently support simultaneous movement of

o both parties in the connection. It is advised that only one party in the VPN
connection be mobile, and that the other party remain in a fixed location
(such as an office).

The EN-4000 does not travel, so MOBIKE is used only for the remote device in
the connection.

9.3.4.3.3 Sample IKEv2 Exchanges
This section provides examples of basic exchanges in IKEV2.
Note: Each request requires a response; so exchanges are always in pairs.
See the following:
e Overview of IKEv2 Exchanges
= Details of IKEv2 Exchanges
9.3.4.3.3.1 Overview of IKEv2 Exchanges

Phase 1 does the following:

1 The first exchange pair (IKE_SA_INIT) sets up the Security Association
(IKE_SA).

2 The second exchange pair (IKE_AUTH) sets up the following:

* The authentication method
e The Security Association for the next phase (CHILD_SA, for data exchange)

Phase 2 (CHILD_SA) does the following:
3 The VPN endpoints generate security keys.
4 The VPN endpoints exchange one or more INFORMATIONAL pairs.

Note: Phase 2 can establish a new CHILD_SA whenever a new Security
Association is needed.

5 When the communication has ended, the VPN endpoints close the VPN
tunnel.
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9.3.4.3.3.2 Details of IKEv2 Exchanges

Details of IKEv2 Phase 1:

1 The first exchange pair (IKE_SA INIT) negotiates security parameters for
the IKE security association (SA), sets Diffie—Hellman values, and sends
generated nonces, as shown in substep a and substep b.

a The Initiator sends the following information:

Header?! Initiator’s Initiator's Key Ex- Initiator’s Nonce®®
1st Security Associa- change3
tion?

1. Including Security Parameter Indexes, version humbers, and flags

2. Including supported cryptographic algorithms offered for the security association

3. Including the Initiator’s Diffie—Hellman value

4. A nonce provides additional security. It is randomly generated for a single transmission. If a nonce is
repeated in a subsequent transmission, that transmission is rejected. Nonces might also be used to derive
some keys.

5. We advise the use of separate random generators for keys and nonces, to avoid the possibility that a
nonce might compromise a key.

b The Responder replies with the following information and request:

Header?! Responder’s Responder’s Key Responder’s [OPTIONAL]
1st Security Asso- | Exchange® Nonce®> Request for
ciation? Certificates

1. Including Security Parameter Indexes, version numbers, and flags

2. Including the cryptographic algorithm to use (chosen from those offered by the Initiator)

3. Completing the Diffie—Hellman exchange

4. A nonce provides additional security. It is randomly generated for a single transmission. If a nonce is
repeated in a subsequent transmission, that transmission is rejected. Nonces might also be used to derive
some keys.

5. We advise the use of separate random generators for keys and nonces, to avoid the possibility that a
nonce might compromise a key.
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2 The second exchange pair (IKE_AUTH) transmits identities, demonstrates
knowledge of secrets corresponding to identities, and establishes the
security association (SA, using AH or ESP) for the first CHILD_SA, as shown
in substep a and substep b.

a The Initiator replies to the Responder’s first exchange, and sends the

following information and request:

Header?! Initiator’s [OPTIONAL]? [OPTIONAL]
Identity One or more Request for
Certificates® Certificates
[OPTIONAL] Authentication Initiator’s Initiator’s Responder’s
Responder’s 2nd Security Traffic Traffic
Identity® Association® Selection Selection

1. Including Security Parameter Indexes, version numbers, and flags

2. If the Responder requested certificates, they must be provided.

3. The first certificate must include the public key used to verify the Authentication in this packet.

4. If the Responder supports more than one identity, this item selects one of those identities for this

connection.

5. Beginning negotiation for the CHILD_SA

b The Responder replies with the following information:

Header?! Responder’s
Identity

[OPTIONAL]? Authentication
One or more Cer-

tificates®

Responder’s
Traffic Selection

Initiator’s Traffic
Selection

Responder’s
2nd Security As-
sociation®

1. Including Security Parameter Indexes, version numbers, and flags

2. If the Initiator requested certificates, they must be provided.

3. The first certificate must include the public key used to verify the Authentication in this packet.
4. Concluding negotiation for the CHILD_SA

< The CHILD_SA is established. Data can now be exchanged.

Note: If establishment of the CHILD_SA fails, the exchange establishes a

generic IKE_SA.

Go to Table
of Contents
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Details of IKEv2 Phase 2:

3

After the CHILD_SA has been established, each side generates a security key
seed (SKEYSEED).

Note: The SKEYSEED is used to derive encryption and authentication keys
to protect the established (current) security association. In addition, the
SKEYSEED might be used to develop keys for subsequent CHILD_SAs in this
connection.

One or more INFORMATIONAL pairs are exchanged.

Note: Subsequent exchange pairs in this IKEv2 connection can be:

< INFORMATIONAL: to exchange data, to report a change of IP address (as in
MOBIKE), to report errors, to delete the Security Association, or to perform
other administrative tasks.

Either side can initiate an INFORMATIONAL exchange.

e CREATE_CHILD_SA: to create a new CHILD_SA.
Either side can initiate an exchange to CREATE_CHILD_SA.

When all INFORMATIONAL transactions have been completed, either side
initiates an INFORMATIONAL pair to end the VPN connection.

<+ The VPN tunnel closes.
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9.4 Developing a Virtual Private Network

Table 9-4 lists the information needed to set up a VPN tunnel.

Table 9-4. Information Required to Configure the EN-4000 for VPNs

Item Central Site Remote Site

WAN IP Usually a public IP address sup- Supplied by the service provider,

Address plied by your internet service e.g., 65.x.x.72. (If the WAN IP

provider, e.g., 68.x.X.34 address is issued by the remote

server, select Dynamic.)

WAN Subnet Subnet mask for the address Subnet mask for the address

Mask above, e.g., 255.255.255.252 above, e.g., 255.255.255.240
(not applicable if WAN IP address
is dynamic)

WAN Default The next hop router for the WAN IP address of the remote

Router (a.k.a. IP address, e.g., 68.x.x.33 modem, e.g., 65.x.X.65 (not

Default applicable if WAN IP address is

Gateway) dynamic)

VPN Gateway
IP Address or
DNS Name
(required only
for end that
initiates
tunnel)

LAN IP
Address

LAN Subnet
Mask

DHCP IP
Address Pool
(Range, from

Required only if the central site is
the initiator. This will be the WAN
IP address of the remote site unit
or the DNS name of the remote
site unit—e.g., 65.x.X.72 or
en4000@remote.com.

Fixed address on the LAN seg-
ment to be assigned to the
router LAN port, e.g.,
10.10.10.1

Subnet mask for the address
above, e.g., 255.255.255.0

If the router is to issue IP
addresses via DHCP on the LAN
side, enter the address range

Required only if the remote site
is the initiator. This will be the
WAN IP address of the central
site unit or the DNS name of the
central site unit—e.g., 68.x.x.34
or en4000@central.com.

Fixed address on the LAN seg-
ment to be assigned to the
router LAN port, e.g.,
192.168.10.1

Subnet mask for the address
above, e.g., 255.255.255.0

If the router is to issue IP
addresses via DHCP on the LAN
side, enter the address range

low to high) here, e.g., 10.10.10.2 to here, e.g., 192.168.10.2 to
10.10.10.24. 192.168.10.10.

Additional

Security

Information . . . When Running ... If the EN-4000 is to

Required . . . IPsec Encryption Provide DNS Information

User ID Must be the same at both ends, Primary DNS address

Preshared Key

e.g., userl@site2 or test123

Maximum of 18 characters. Must
be the same at both ends, e.g.,
e2we36TIK@s8h12Q

Secondary DNS address
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See the following:

« To set up IP routes and policies, see Firewall Configuration in Configuring
General Settings for the EN-4000.

= Then, to view the IP Policy Table, see Firewall Statistics in Monitoring the
EN-4000.

9.4.1 VPN Configuration Plan

The following tables provide an example of planning a configuration for your
virtual private network users.

9.4.1.1 The IP Policy Table

IP Policy Tables are used to establish processes and types of connections.
Table 9-5 shows a sample IP Policy Table.

Each policy includes the VPN profile that the connection must use; the user must
also be authorized to use the specified profile. Your organization’s IP Policy Table
may include additional fields.

The EN-4000’s IP Policy Table is set up in Firewall Configuration in the document
Configuring General Settings for the EN-4000.

Note: In Table 9-5, the column for Record 2 provides an example of tunnel
termination: If a record’s Direction is “incoming,” then the record’s Source IP
Addresses (in the range from Low to High) indicate one or more remote
devices. If the Action is “tunnel termination,” a device with an IP address in the
source range can initiate a tunnel that the local device will accept.)

The IP Policy Table must include a field naming the profile used in the policy. In
Table 9-5, this is the field VPN Profile Used. The value in this field cross-
references the profile’s configuration (in a VPN Profile Table).

Table 9-5. Sample IP Policy Table

Value for Value for Records 3,
Field Record 1 Record 2 4,5, ...
Low IP Address for Source 1.1.1.1 4.4.4.1
High IP Address for Source 1.1.1.255 4.4.4.255
Low IP Address for Destination 4.4.4.1 1.1.1.1
High IP Address for Destination 4.4.4.255 1.1.1.255
Global Path LAN LAN
Direction Outgoing Incoming
Action Tunnel Initia- | Tunnel Termina-
tion tion
Description Tunnel A Terminate P27
VPN Profile Used Profile 1 Profile 7
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9.4.1.2 The VPN Profile Table

Table 9-6 shows a sample VPN profile table, with the field VPN Profile Name
cross-referenced against profiles listed in the IP Policy Table. (Your VPN Profile
Table may show additional fields.)

Table 9-6. Sample VPN Profile Table

Field!

Value for Record 1

Value for Record 2

Records 3,
4,5, ...

VPN Profile Name
Local ID (User ID)

Remote VPN Gateway
Address

Keying

Security Protocol
Local SPI
Remote SPI

Authentication Mode

Authentication
Protocol

Authentication Key

Preshared key
Encryption
Encryption Key
Phase 1, Proposal 1
Phase 1, Proposal 2
Phase 2, Proposal 1
Phase 2, Proposal 2
Replay Protection
User ID Verification
Password Verification

Timeout

Profile 1
1.2.1.12

3.43.3.12

Manual®
ESP
1ffff
1000

HMAC-SHA1

48454C4C4F0000000
000000000000000

3DES
48454C4C4F000000

John’s VPN Connection

Set_l1@encore-net-
works.com

3.43.3.12

Auto-Key

Main mode,
Aggressive mode

E =

PRE-G2-DES-MD5
VSA-G2-3DES-SHA
STD-G2-3DES-MD5
PFS-G2-3DES-SHA
enabled

enabled

disabled

30 minutes

1. A VPN Profile Table includes all records. When the user specifies the type of keying the profile will
use, the EN-4000 presents for configuration only the fields that apply to the specified keying. (Table 9-7
presents parameters for autokeying.)
2. The EN-4000 does not use manual keying in normal operation. The EN-4000 normally performs only
automatic keying. If you wish to use manual keying, contact your Encore Networks representative.

Go to Table
of Contents
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9.4.2 Automatic Keying

In automatic keying (autokeying), keys are dynamic, always changing. Special
keys are exchanged at the beginning of the connection, and the VPN gateways
negotiate other keys for the connection. If desired, keys can time out and new
keys can be negotiated for subsequent parts of the connection.

The EN-4000 uses the Internet Key Exchange (IKE) protocol for automatic
generation of keys in VPN connections. When an EN-4000 uses the automatic
keying feature, an IKE tunnel is set up for key exchange. That IKE tunnel sets up
keys for a subsequent data tunnel (if a subsequent tunnel is needed). The data
tunnel is used for data exchange. See Section 9.3.4, Internet Key Exchange.

Table 9-7 shows sample parameters to set up IKEv1l automatic keying for a VPN
connection.

Table 9-7. Sample VPN Profile, Automatic Keying

Sample Fields Sample Values

Authentication Mode Main mode (also known as ID Protection),

Aggressive mode

Local ID (User ID) *

Remote Gateway IP
Address 2

Preshared Key 2
Phase 1, Proposal 14
Phase 1, Proposal 2
Phase 2, Proposal 1
Phase 2, Proposal 2

Replay Protection

1.1.1.1

3.3.3.1

E = =

PRE-G2-DES-MD5

VSA-G2-3DES-SHA

STD-G2-3DES-MD5

PFS-G2-3DES-SHA

Enable/Disable

1. There are three formats for the local ID:

® E-mail format: ascii-format@ascii-format

® |P address format: X.X.X.X

® perfect domain name format: hostdomain.net
2. There are two kinds of remote IP addresses: static and dynamic.
3. The preshared key is used to establish the IKE tunnel. This preshared key must be
protected as a super-password. The preshared key uses Diffie—Hellman Exchange 2
(DH2).
4. The initiator may provide up to four proposals per phase. The recipient must choose
at least one proposal for each phase.

Go to Table
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Table 9-8 and Table 9-9 illustrate sample proposal combinations for IKEv1
phase 1 and phase 2, respectively.

Table 9-8. Sample IKEv1 Phase 1 Proposal

Sample Fields

Sample Values !

Authentication mode
Diffie—Hellman (DH) group
Encryption

Authentication

2

Lifetime

Lifetime units 2

preshared

group 2

DES, 3DES

HMAC-MD5, HMAC-SHA1
1-100 units

seconds, minutes, hours, days

1. This sample proposal is tunnel-specific, not session-specific.
2. When the lifetime is reached for the indicated unit, a new key is exchanged.

Table 9-9. Sample IKEv1 Phase 2 Proposal

Sample Fields

Sample Values

Perfect forward secrecy
(PFS)

Security protocol

Encryption

Authentication

Lifetime 1

Lifetime unit 1

none
DH2 (Diffie—Hellman 2)

ESP
AH

3DES
DES

HMAC-MD5
HMAC-SHA1

1-100 units

number of seconds

number of minutes

number of hours

number of days

kilobytes of data sent through the tunnel

1. When the lifetime is reached for the unit indicated, a new key is exchanged.

Go to Table
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9.4.3 Sample Configuration for a Remote User

In Figure 9-17, one connection showed a VPN remote user tunneling to an
EN-4000 VPN gateway. The EN-4000, in turn, created a tunnel to a VPN host at
another site. Table 9-10 lists a sample set of IKEv1 values for the connection
between the EN-4000 and the remote user.

Table 9-10. Sample Tunnel User Table

Fields Values

Profile Name profile 2
Authentication Mode aggressive

Keying auto-IKE

Local User ID 1.1.1.1

Gateway 3.3.3.1

Preshared Key alalaiaiaiaiadad

Phase 1, Proposal 1 PRE-G2-DES-MD5
Phase 1, Proposal 2 VSA-G2-3DES-SHA
Phase 2, Proposal 1 STD-G2-3DES-MD5
Phase 2, Proposal 2 PFS-G2-3DES-SHA
Replay Protection enable




Go to Table
Page 9-32 EN-4000™ Reference Manual, Document 9 of Contents




	9.1 IPsec VPN Configuration in the EN-4000
	9.1.1 Configuring IPsec VPNs on the EN-4000
	Figure 9-1. List of Configured IPsec VPN Tunnels
	Figure 9-2. Configuring an IPsec VPN Tunnel
	Figure 9-4. Configuring IPsec Defaults

	9.1.2 Starting the Tunnel

	9.2 Testing and Tracking VPN Connections
	9.2.1 Testing VPN Connections
	Figure 9-5. Diagnostics Screen
	Figure 9-6. Ping Set-Up Area (Detail of Diagnostics Screen)
	Figure 9-7. Messages Showing Successful Ping
	Figure 9-8. Message Showing Unsuccessful Ping

	9.2.2 Tracking VPN Connections
	9.2.2.1 Tracking Specific Information
	Figure 9-9. List of VPN Tunnel Configuration Scripts
	Figure 9-10. Status of IPsec VPN Tunnels
	Figure 9-11. Screen for Link to Online Help
	Figure 9-12. Web Page for StrongSwan Test Network
	Figure 9-13. Web Page for StrongSwan General Connection Parameters

	9.2.2.2 Tracking General VPN Activity
	Figure 9-14. System Log



	9.3 Basics of Virtual Private Networks
	9.3.1 A Simple Virtual Private Network
	Figure 9-15. EN-4000s as VPN Gateways
	Figure 9-16. Sample IPsec Encryption and Encapsulation

	9.3.2 Tunnel Modes
	9.3.2.1 Tunnel Initiation
	9.3.2.2 Tunnel Termination
	Figure 9-17. EN-4000 Terminating Tunnel from VPN Client

	9.3.2.3 Tunnel Passthrough

	9.3.3 Tunnel Support
	9.3.3.1 Tunnel Sharing
	9.3.3.2 Tunnel Switching
	Figure 9-18. EN-4000 Tunnel Switching between VPN Client and VPN Host

	9.3.3.3 Split Tunneling

	9.3.4 Internet Key Exchange
	9.3.4.1 Perfect Forward Secrecy
	9.3.4.2 IKE Version 1
	9.3.4.2.1 Details of IKE Version 1

	9.3.4.3 IKE Version 2
	9.3.4.3.1 Extensible Authentication Protocol
	9.3.4.3.1.1 EAP Authentication
	9.3.4.3.1.2 EAP Exchanges

	9.3.4.3.2 MOBIKE
	9.3.4.3.3 Sample IKEv2 Exchanges
	9.3.4.3.3.1 Overview of IKEv2 Exchanges
	9.3.4.3.3.2 Details of IKEv2 Exchanges




	9.4 Developing a Virtual Private Network
	9.4.1 VPN Configuration Plan
	9.4.1.1 The IP Policy Table
	9.4.1.2 The VPN Profile Table

	9.4.2 Automatic Keying
	9.4.3 Sample Configuration for a Remote User


