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Monitoring the EN-4000

he EN-4000 is the newest member of Encore Networks’ family of routers. It

provides wireless and cabled connections to a local area network (LAN) and to
local and remote devices.

Make sure you have performed the procedure in Logging In. Also review the
document Configuring General Settings for the EN-4000 for information on setting up
your EN-4000 for its functions, uses, and purposes in the network.

After you have performed the procedure in Logging In, the Status Overview Screen
is displayed (Figure 12-1).

Figure 12-1. Status Overview Screen
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The Status Overview Screen is the first screen you see after you log into the
EN-4000. This screen provides an overview of the EN-4000’s operation and its
WAN port identification.

12.1 Monitoring

On screens for the EN-4000 management system, the top row of tabs indicates
the management area, and the second row indicates configuration areas—items
to configure or monitor within the selected management area. (The EN-4000
senses its hardware configuration and displays tabs to represent that
configuration.)

In each management area, you can select items you wish to manage on the
EN-4000.

1 To monitor the EN-4000, do the following:
a Select a management area tab.
b Then select a configuration area tab.

¢ Occasionally there will be a third row of tabs, for details. If so, select a detail
tab.

% The selected screen is displayed.

Note: You can also monitor information by viewing configuration screens. On
those screens, you can make changes in the configuration if they are needed.
See the document Configuring General Settings for the EN-4000.

Caution: Always consult your network administrator before changing
o information.

Screens for monitoring the EN-4000 follow.

12.1.1 Collection of Statistics

Confer with your network administrator to determine settings for collection of
statistics. Enter those values into the statistics collection screens.

Note: To view displays of the statistics collected here, see Graphs.

1 To collect EN-4000 statistics, do the following on the EN-4000 management
screens.

a Select the Statistics management area.

« The Initial Statistics Screen is displayed (Figure 12-9).
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Figure 12-2. Initial Statistics Screen

Statistics

Collectd  Graphs

Statistics

The statistics package is based on Collectd and uses RRD Tool to render diagram images from collected data.

Note: If you click on the Collectd link, you will see a website describing the
Collectd Method of Statistics Collection is displayed (Figure 12-3).

Figure 12-3. Collectd Method of Statistics Collection
(Partial Display)
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collectd — The system statistics collection daemon

collectd is a wdaemon which collects system performance statistics periodically and provides mechanisms to store the values in a variety of
ways, for example in RRD files

Collectd for Windows
http://ssc-senv.com/
High-resolution system metrics. Download free trial version!

What does collectd do?

collectd gathers statistics about the system it is running on and stores this information. Those statistics can then be used to find current
performance bottlenecks (i.e. performance analysis) and predict future system load (i.e. capacity planning). Or if you just want pretty graphs
of your private server and are fed up with some homegrown solution you're at the right place, too ;).

Usually one graph says more than a thousand words, so here's a graph showing the » CPU utilization of a system over the last 60 minutes:
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W Steal 0.00 Min, 0.00 Avg, 0.00 Max, 0.00 Last

Why collectd?

b Select the Collectd configuration area tab.

% The Statistics Collectd Settings Screen is displayed (Figure 12-4).

Wiki
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Figure 12-4. Statistics Collectd Settings Screen
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1 On the Statistics Collectd Settings Screen (Figure 12-4), select Network
Plugins; then select Interfaces.

< The Statistics Interface Plug-In Configuration Screen (Figure 12-5) is
displayed.

Figure 12-5. Statistics Interface Plug-In Configuration Screen
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2 On the Statistics Collectd Settings Screen (Figure 12-4), select Network
Plugins; then select Wireless.

% The Statistics Wireless Interface Plug-In Configuration Screen
(Figure 12-6) is displayed.
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Figure 12-6. Statistics Wireless Interface Plug-In Configuration Screen
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Wireless iwinfo Plugin Configuration

The iwinfo plugin collects statistics about wireless signal strength, noise and quality.

Enable this plugin

Moniter interfaces [[] gz Bridge: "br-lan” (lan)
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@ Reset (D Save (O Save & Apply

3 On the Statistics Collectd Settings Screen (Figure 12-4), select Output
Plugins; then, if necessary, select RRDTool.

< The Statistics Collectd Output Plug-In RRDTool Screen (Figure 12-7) is
displayed.

Figure 12-7. Statistics Collectd Output Plug-In RRDTool Screen

encorﬁetworks
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RRDTool Plugin Configuration
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4 On the Statistics Collectd Settings Screen (Figure 12-4), select System
Plugins; then, if necessary, select System Load.

< The Statistics Collectd System Load Plug-In Screen (Figure 12-8) is
displayed.

Figure 12-8. Statistics Collectd System Load Plug-In Screen
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12.1.2 Graphs

The EN-4000 management system includes graphs that provide visual depictions
of trends. Use the following procedures to see graphs.

= Displaying Graphs Ending at the Current Time
« Displaying Graphs Beginning at the Current Time

Note: You can configure collection of these statistics for these graphs in
Collection of Statistics.

12.1.2.1 Displaying Graphs Ending at the Current Time

1 To view graphs of EN-4000 traffic statistics up to the current second, do the
following on the EN-4000 management screens.

a Select the Statistics management area.

% The Initial Statistics Screen is displayed (Figure 12-9).

Figure 12-9. Initial Statistics Screen

Collectd  Graphs

Statistics

The statistics package is based on Collectd and uses RRD Tool to render diagram images from collected data.

b Select the Graphs configuration area.

« The Initial Screen for Graphs of EN-4000 Statistics is displayed
(Figure 12-10).

Figure 12-10. Initial Screen for Graphs of EN-4000 Statistics
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2 To see statistics for the LAN ports on the rear of the EN-4000, select the
Interfaces detail tab.

< The Graph for EN-4000 LAN Interface Statistics is displayed
(Figure 12-11).

Figure 12-11. Graph for EN-4000 LAN Interface Statistics
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This screen shows the number of bytes and the number of packets that have
passed through the LAN bridge.

Below the graph, labels (with colors corresponding to areas in the graph)
provide a key for information.

a To see information for the past hour, day, week, month, and year for another
EN-4000 in the network, do the following:

i In the device name field (under the page heading Statistics in
Figure 12-11), use the pulldown menu to select the router whose statistics
you wish to review.

ii Then select Display Host.

ili Use the time period’s pulldown menu to select 1hour, 1day, 1week,
1month, or lyear.

iv Then click on the button to Display Timespan.

« Statistics are displayed for the selected timespan.

3 To see traffic statistics for all ports on the EN-4000 router, select the System
Load detail tab.
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< The Graph for EN-4000 System Load Statistics is displayed (Figure 12-12).
Figure 12-12. Graph for EN-4000 System Load Statistics

Collectd | Graphs
Interfaces | System Load

Statistics

[operwit v | [ Display Host > [Thour v | [ Display timespan »

Opentirt: Load

This screen shows the traffic load through all the ports of the EN-4000.

Below the graph, labels (with colors corresponding to areas in the graph)
provide a key for information.

a To see information for the past hour, day, week, month, and year for another
EN-4000 in the network, do the following:

i In the device name field (under the page heading Statistics), use the
pulldown menu to select the router whose statistics you wish to review.

ii Then select Display Host.

iii Use the time period’s pulldown menu to select 1hour, 1day, 1week,
1month, or lyear.

iv Then click on the button to Display Timespan.

« Statistics are displayed for the selected timespan.

12.1.2.2 Displaying Graphs Beginning at the Current Time

To view graphs of EN-4000 traffic statistics beginning at the current second and
updating through three-second intervals (in real time), do the following on the
EN-4000 management screens.

1 Select the Status management area.
2 Select the Realtime Graphs configuration area.

3 If necessary, select the Load detail tab.
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« The Realtime Load Performance Graph is displayed (Figure 12-13).

Figure 12-13. Realtime Load Performance Graph
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System Log  Kemellog  Processes | Reahime Graphs

tead | Traffic  Connections

Realtime Load

[4 minube window 3 second interval}

1 Minute Load: 0.01 Average: 0.01 Peak: 0.35
3 Minute Load: 0.04 Average: 0.04 Peak: 0.09
15 Minute Load: 0.05 Average: 0.05 Peak: 0.07

This screen depicts all traffic through the EN-4000 in real time (that is, as
that traffic occurs). Below the graph, labels (underscored with colors
corresponding to areas in the graph) provide quick information for the
current Load, the mean Average, and the Peak traffic for:

= The past one minute (sometimes displayed as pink; sometimes displayed
as dark orange)

= The past five minutes (usually displayed as medium orange)

e The past fifteen minutes (usually displayed as light orange, almost
yellow)

Compare the activity in Figure 12-13 and in Figure 12-14. (The two figures
present the same information at different points in time. The information in
Figure 12-14 starts about 5 seconds after the information in Figure 12-13
ends.)
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Figure 12-14. Realtime Load Performance Graph at a Later Time

Overvew  Frewsll  Roules  Syslemn log  Femellog  Processes | Reallime Graphs

Load | Trabiw  Connecluns

Realtime Load

{4 minute windaw, 3 second interval)

1 Minute Load: 0.00 Average: 0.00 Peak: 0.03
5 Minute Load: 0.02 Average: 0.02 Peak: 0.05
15 Minute Load: 0.05 Average: 0.05 Peak: 0.05

4 Select the Traffic detail tab.
a If necessary, select the br lan detail area.

« The Realtime Performance Graph of LAN Bridge Traffic is displayed
(Figure 12-15).

Figure 12-15. Realtime Performance Graph of LAN Bridge Traffic

| Auto Refresh:
Status Network || Statistics
Overvew  Firewsll  Routes  Systernlog  Kernel Loy Processes | Reallime Graphs

Load | Traffic | Connections
Realtime Traffic
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Inbound: 5.16 kbit/s Average: 3.3/ kbit/s Peak: 39.80 kbit/s
T (065 kEE) (0,42 ki/s) (4.98 kbifs)

Outhound: 1.27 khit/s Average: 4.53 khit/s Peak: 251.85 khitfs
= (0.16kB/s) (0,57 kBfs) (31.48 kBys)
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b On this same screen, select the ethO detail area.

« The Realtime Performance Graph of WAN Port Traffic is displayed
(Figure 12-16).

Figure 12-16. Realtime Performance Graph of WAN Port Traffic

(4 minute vindow, 3 second intarval)

Inbound: 0 kbit/s Average: 0.46 kbit/s Peak: 13.22 kbit/s
(0 kB/s) (0.06 kB/s) (1.65 kB/s)
Outbound: 0 kbit/s Average: 0 kbit/s Peak: 2.39 kbit/s
(0 kB/s) (0 kB/s) (0.3 kB/s)

¢ On this same screen, select the ethl detail area.

« The Realtime Performance Graph of LAN Port Traffic is displayed
(Figure 12-17).

Figure 12-17. Realtime Performance Graph of LAN Port Traffic
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= (0.11kB/s) {0.54 kBfs) (13.08 kBjs)

1
)




Page 12-12

EN-4000™ Reference Manual, Document 12

5 Select the Connections detail tab.

« The Realtime Performance Graph of Network Connections is displayed

(Figure 12-18).

Figure 12-18. Realtime Performance Graph of Network Connections
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status || System || Network || Statistics

| Auto Refresh:

Overview  Firewall Routes  Systsmlog KernelLog  Processes | Realtime Graphs

Load  Traffic = Connections

Realtime Connections

This page gives an overview over currently active network connections.

Active C

Average: 1
Average: 12
Average: 0

Network Protocol Source
1PV4 TCP HP-p5-2016.lan:60223
1PV4 TCP HP-p6-2016.1an:60088
1PV4 TCP HP-p&-2016.lan:60086
1PV4 TCP HP-p&-2016.1an:60115
1PV4 TCP HP-p6-2016.1an:60108
1PV4 TCR HP-p6-2016.1an:60103
1PV4 TCR HP-p6-2016.lan:60091
1PV4 TCP HP-p&-2016.lan:60087
1PV4 TCP HP-p5-2016.lan:60117
1PV4 TCR HP-p5-2016.1an:60106
1PV4 TCP HP-p6-2016.lan:60110
1PV4 uoP HP-p6-2016.1an:137

Destination
EN4000_Use_and_Test.lan:80
outlook.apptixemail.net:443
autlock.apptixemail.net:443
outlock.apptixemail.net:443
outlook.apptixemail.net:443
outlook.apptixemail.net:443
outlook.apptixemail.net: 443
outlook.apptixemail.net:443
outlook.apptixemail.net:443
outlook. apptixemail.net: 443
outlook.apptixemail.net: 443
192.168.1.255:137

(3 minute window; 3 second interval)

Peak: 5
Peak: 13
Peak: 0

Transfer
76.91 KB (745 Pkts.)
38.83 KB (352 Pkts.)
38.72 KB (352 Pkts.)
21.49 KB (225 Pkts.)
17.17 KB (183 Pkts.)
16.99 KB (185 Pkts.)
9.71 KB (225 Pkis.)
9.42 KB (218 Pkts.)
8.32 KB (189 Pkis.)
7.96 KB (180 Pkis.)
7.93 KB (179 Pkts.)
234.00 B (3 Pkts.)

12.1.3 Routing Information

Figure 12-19 (Status, Routes) displays the Address Resolution Protocol (ARP)

Table and the IP routes for ports on the EN-4000.

Figure 12-19. Status Routes Screen
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system | Network || Statistics

Overview  Firewall | Routes | Systemlog  Kernel Log  Processes  Realtime Graphs

Routes

The following rules are currently active on this system.

~ ARP

1Pv4-Address
192.166.101.17
192,168.1.198

MAC-Address
00:17:cb:40:5:80
38:60:77:82:55:1a

Interface
etho
br-lan

Active IPv4-Routes

Network
wan
lan
wan

Target
0.0.0.0/0
192.168.1.0/24
162.168.101.0/24

IPv4-Gateway
192.168.101.17
0.0.0.0
0.0.0.0

Metric
0
0
0

Active tes
Network
loopback
loopback

lan
wan
loopback

Target

0:0:0:0:0:0:0:0/0

IPv6-Gateway

0:0:0:0:0:0:0:0/0

Metric
FFFFFFFF
00000000
00000100
00000100
FFFFFFFF
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12.1.4 Pings and Other Network Diagnostics

The EN-4000 can use a ping, route tracing, or nslookup to test or resolve
connections. Do the following to test a connection:

1 On the EN-4000 management system, select the Network tab.
2 Under Networks, select the Diagnostics tab.

« The Diagnostics Screen is displayed (Figure 12-20).

Figure 12-20. Diagnostics Screen

Changes: 0

Status System Network Statistics Logout

Interfaces  DHCP and DNS  Hostnames  Static Routes  Firewall  Diagnestics QoS Configure Diagnostics ~ MAC Device Info Overrides  Multiwan

Diagnostics

7 Network Utilities

¢ [encorenetworks.com [encorenetworks.com [encorenetworks.com

. [Pvi[] @ Ping @ Traceroute (3 Nslookup

Install iputils-traceroute6 for IPv6 traceroute

3 Look at the ping set-up area on the left of the screen (Figure 12-21), under
the heading Network Utilities.

Figure 12-21. Ping Set-Up Area (Detail of Diagnostics Screen)

""" MNetwork Utilities

[encorenstwaorks com

[IPve[~] @ Ping

4 In the top field, enter the ping destination.

Note: The destination can be entered as an IP address or as a URL (a
website path and name).

5 In the IP selection box below the field, pull down a menu to select I1Pv4 or
IPV6.

Note: If you typed an IP address in Step 4, the IP version you select here
must match that IP address’s format.

6 In the action box below the field, select the Ping button.
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< If the ping is successful, the screen displays ping statistics, indicating that

the VPN tunnel is active (Figure 12-22).

Figure 12-22. Messages Showing Successful Ping

encor&etworks

Statistics

Interfaces  DHCP and DNS  Hostnames  Static Routes  Firewall | Diagnostics QoS Configure Diagnostics  MAC Device Info Overrides  MWANZ Multi-WAN

Di tics

Changes: 0

Multiwan

S

~Network Utilities

[encorenetworics.com [encorenetworics com

[encorenetworics.com

[Pvd=] (@ Ping [0 Traceroute () Nslookup

Install iputils-traceroute6 for IPv6 traceroute

PING encorenetworks.com (74.50.25.147): 56 data bytes

64 bytes from 74.50.25.147: seq=0 ttl=54 time=188.995 ms
64 bytes from 74.50.25.147: seg=l ttl=54 time=159.345 ms
64 bytes from 74.50.25.147: seq=2 ttl=54 time=171.02% ms
€4 bytes from 74.50.25.147: seg=4 ttl=54 time=182.060 ms

- .com ping statistics ---
S packets transmitted, 4 packets received, 20% packet loss
roUnd-trip min/avg/max = 159.345/175.356/188.995 ms

< If the ping is unsuccessful, the screen indicates that no acknowledgments

were returned. That means that there is no communication

(Figure 12-23).

Figure 12-23. Message Showing Unsuccessful Ping

Statistics Logout

Interfaces  DHCP and DNS  Hostnames  Static Routes  Firewall  Diagnostics QoS Configure Diagnostics ~ MAC Device Info Overrides  MWANZ Multi-WAN

Multiwan

-~ Network Utilities

[encorenetworis.com

[encorenetworics com [encorenetworks.com

[1Pvé[=] @ Ping (@ Traceroute (G Nslookup

Install iputils-traceroute6 for IPv6 traceroute

PING encorenetworks.com (74.50.25.147): 56 data bytes

- .com ping statistics --—-
S packets transmitted, 0 packets received, 100% packet loss

7 If the ping is unsuccessful, check the connections and IP address, and repeat

Step 4 through Step 6.

Go to Table
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12.1.5 Firewall Statistics

Select Status, Firewall to see the EN-4000’s firewall configuration.

Note: The EN-4000 Firewall Status Screen (Figure 12-24 through Figure 12-25)
is a single screen that you can scroll through; it is shown here in segments
across the printed page.

Figure 12-24. Firewall Status Screen
(Part 1 of 2)

status || System || Network [ Statistics

Overview  Firewall Routes  System Log  Kernel Log  Processes  Realtime Graphs

Firewall Status

Actions
« Reset Counters
+ Restart Firewall
Table: Filter
Chain INPUT (Policy: ACCEPT, Packets: 0, Traffic: 0.00 B)
Rule = Phts. Traffic Target Prot.  Flags In out Source Destination Options
1 257150 17.41 MB ACCEPT all & & 0.0.0.0/0 0.0.0.0/0 ctstate RELATED,ESTABLISHED
2 232134 14.35 M8 ACCEPT all - lo - 0.0.0.0/0 0.0.0.0/0 -
3 43 218 KB syn_flood tep - & & 0.0.0.0/0 0.0.0.0/0 tep flags:0x17/0x02
4 194757 21.51 M8 input_rule all - - - 0.0.0.0/0 0.0.0.0/0 -
5 194795 21.51 MB input all = - - 0.0.0.0/0 0.0.0.0/0 =
Chain FORWARD (Palicy: DROP, Packets: 0, Traffic: 0.00 B)
Rule = Phts. Traffic Targat Prot.  Flags 1n out Saurce Destination Options
1 287099 199.59 MB ACCEPT all - & & 0.0.0.0/0 0.0.0.0/0 ctstate RELATED,ESTABLISHED
2 9382 448,78 KB forwarding_rule all - - - 0.0.0.0/0 0.0.0.0/0 -
3 9382 449.78 KB forward all = - - 0.0.0.0/0 0.0.0.0/0 =
4 o 0.00 & reject all - - - 0.0.0.0/0 0.0.0.0/0 -
Chain OUTPUT (Policy: ACCEPT, Packets: 0, Traffic: 0.00 B)
Rule # Phts. Traffic Targat Prot.  Flags 1n out Saurce Destination Options
1 256728 16.87 M8 ACCEPT all - = & 0.0.0.0/0 0.0.0.0/0 ctstate RELATED,ESTABLISHED
2 232134 14.33 M8 ACCEPT all - - lo 0.0.0.0/0 0.0.0.0/0 -
3 6605 611.18 KB output_rule all - = = 0.0.0.0/0 0.0.0.0/0 -
4 6605 611.18 KB output all - - - 0.0.0.0/0 0.0.0.0/0 -
Chain forward (References: 1)
Rule = Phts. Traffic Targat Prot.  Flags 1n out Saurce Destination Options
1 o 0.00 B zone wan forward all = etho - 0.0.0.0/0 0.0.0.0/0 =
2 9382 448.78 KB zone lan forward all - - 0.0.0.0/0 0.0.0.0/0 -
Chain input (References: 1)
Rule & Bls Traffic Targst Brot.  Flags in But Source Destination Options
1 6605 611.18 KB zone lan ACCEPT all = 5 0.0.0.0/0 0.0.0.0/0 -
2 5447 335.04 KB zone wan ACCEPT all - = = 0.0.0.0/0 0.0.0.0/0 -
Chain reject (References: 5)
Rule = Phts. Traffic Targat Prot.  Flags ™ out Source Destination Options
1 18 6.64 KB REJECT tep - = = 0.0.0.0/0 0.0.0.0/0 reject-with tcp-rasat
2 188762 20.75 M8 REIECT all - * * 0.0.0.0/0 0.0.0.0/0 reject-with icmp-port-unreachsble
Chain syn_flood (References: 1)
Rule = Phts. Traffic Targat Prot.  Flags ™ out Source Destination Options
1 a3 2.18 KB RETURN tep - = = 0.0.0.0/0 0.0.0.0/0 tep flags:0x17/0x02 limit: avg 25/sec burst 50
2 0 0.008 DROP all - * * 0.0.0.0/0 0.0.0.0/0 -
Chain zone_lan (References: 1)
Rule = phts. Traffic Targat Prot. Flags n out Source Destination Options
1 5501 563.81 KB input_lan all - = = 0.0.0.0/0 0.0.0.0/0 -
2 5501 563.81 KB zone lan ACCEPT all - = = 0.0.0.0/0 0.0.0.0/0 -
Chain zone_lan_ACCEPT (References: 2)
Ruls = phts Traffic Targat Prot. Flags ™ out Source Destination Options
1 1158 272.14 KB ACCEPT all = = brlan  0.0.0.0/0 0.0.0.0/0 -
2 5501 563.81 KB ACCEPT all - = 0.0.0.0/0 0.0.0.0/0 -
Chain zone_lan_DROP (References: 0)
Rule = Phts. Traffic Targat Prot.  Flags ™ out Source Destination Options
1 o 0.00 8 DROP all = 0.0.0.0/0 0.0.0.0/0 =
2 0 0.00 8 DROP all - 0.0.0.0/0 0.0.0.0/0 -
Chain zone_lan_REJECT (References: 1)
Rule = phts. Traffic Targat Prot. Flags n out Source Destination Options
1 0 0.00 8 reject all - = brian  0.0.0.0/0 0.0.0.0/0 -
2 0 0.008 reiect all - br-lan * 0.0.0.0/0 0.0.0.0/0 -
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Figure 12-25. Firewall Status Screen
(Part 2 of 2)

El
Chain zone_lan_forward (References: 1)
Rule # Plts. Traffic Target Prot. Flags In Qut Source Destination Options
1 9382 449.78 KB zone wan ACCEPT all - = = 0.0.0.0/0 0.0.0.0/0 -
2 0 0.008 forwarding_lan all - = = 0.0.0.0/0 0.0.0.0/0 -
3 0 0.008 zone lan REJECT all - = = 0.0.0.0/0 0.0.0.0/0 -
Chain zone_wan (References: 1)
Rule # Pkts. Traffic Target Prot. Flags In Out Source Destination Options
1 505 164.49 KB. ACCEPT udp. - = = 0.0.0.0/0 0.0.0.0/0 udp dpt:68
2 0 0.008 ACCEPT icmp. - - - 0.0.0.0/0 0.0.0.0/0 icmp type 8
3 188780 20.79 MB input_wan all - * * 0.0.0.0/0 0.0.0.0/0 -
4 188760 20,79 MB. zone wan REJECT all - * = 0.0.0.0/0 0.0.0.0/0 -
Chain zone_wan_ACCEPT (References: 2)
Rule # Pkts. Traffic Target Prot. Flags In Qut Source Destination Options
1 14829 788.82 KB ACCEPT all = = etho  0.0.0.0/0 0.0.0.0/0 =
2 0 0.008 ACCEPT all - tho = 0.0.0.0/0 0.0.0.0/0 -
Chain zone_wan_DROP (References: 0)
Rule # Plts. Traffic Target Prot. Flags In Qut Source Destination Options o
1 0 0.008 DROP all - = ethd  0.0.0.0/0 0.0.0.0/0 -
2 0 0.008 DROP all - =tho = 0.0.0.0/0 0.0.0.0/0 -
Chain zone_wan_REJECT (References: 2)
Rule # Phts. Traffic Target Prot. Flags In Qut Source Destination Options =
1 0 0.008 reject all - = ethd  0.0.0.0/0 0.0.0.0/0 -
2 188780 20.79 MB. reject all - etho - 0.0.0.0/0 0.0.0.0/0 -
Chain zone_wan_forward (References: 1)
Rule # phis. Traffic Targat Prot.  Flags n cut Source Destination Options
1 0 0.008 forwarding_wan all - - - 0.0.0.0/0 0.0.0.0/0 -
2 0 0.008 zone wan REIECT all - * = 0.0.0.0/0 0.0.0.0/0 -
Table: NAT
Chain PREROUTING (Policy: ACCEPT, Packets: 197503, Traffic: 21.39 MB)
Rule = Plts. Traffic Targst Prot.  Flags In out Source Dastination Options
1 197513 21.39 MB prerouting_rule all - = = 0.0.0.0/0 0.0.0.0/0 -
2 189088  20.88 MB zone wan prerouting all - etho * 0.0.0.0/0 0.0.0.0/0 -
3 8419 518.82 KB zone lan prerouting all - br-lan = 0.0.0.0/0 0.0.0.0/0 -
El
Chain POSTROUTING (Policy: ACCEPT, Packets: 232753, Traffic: 14.54 MB)
Rule # Pkts. Traffic Target Prot. Flags In Out Source Destination Options
1 242787 1512 MB postrouting_rule all - = = 0.0.0.0/0 0.0.0.0/0 -
2 10034 590.56 KB zone wan nat all - = eth0  0.0.0.0/0 0.0.0.0/0 -
3 619 153.68 KB zone_lan_nat all - = br-lan  0.0.0.0/0 0.0.0.0/0 -

Chain zone_lan_prerouting (References: 1)
Rule # Phkts. Traffic Target Prot. Flags In Out Source Destination Options
1 8419 518.82 KB prerouting_lan all - = = 0.0.0.0/0 0.0.0.0/0 -

Chain zone_wan_nat (References: 1)
Rule # Pkts. Traffic Target Prot.  Flags n out Source Destination Options
1 10034 590.56 KB MASQUERADE all - = = 0.0.0.0/0 0.0.0.0/0 -

Chain zone_wan_prerouting (References: 1)
Rule & Phts. Traffic Target Prot.  Flags n Out Source Destination Options
1 189088 20.88 MB prerouting_wan all - = = 0.0.0.0/0 0.0.0.0/0 -

Table: Mangle

Chain FORWARD (Policy: ACCEPT, Packets: 296481, Traffic: 200.03 MB)

Rule # Plts. Traffic Targat Prot.  Flags In  Out Sourca Destination Options
1 296481 200.03 MB zone wan MSSFIX all - G C 0.0.0.0/0 0.0.0.0/0 -

Chain gos_Default (References: 0)

Rule # Pkts. Traffic Target Prot. Flags In Qut Source Destination Options
1 0 0.00 8 CONNMARK all - = ;2 0.0.0.0/0 0.0.0.0/0 CONNMARK restore mask 0xfF
2 0 0.00 8 gos Default ct all - * * 0.0.0.0/0 0.0.0.0/0 mark match 00/
3 0 0.00 8 MARK all - # # 0.0.0.0/0 0.0.0.0/0 mark match 0x1/05f length 400:65535 MARK 2nd 0xHiFfOD
4 0 0.00 B MARK all - * # 0.0.0.0/0 0.0.0.0/0 mark match 0x2/0sdF length 800:65535 MARK 2nd 0xHFf0D
5 0 0.00 & MARK udp - * - 0.0.0.0/0 0.0.0.0/0 mark match 0x0/0sdF length 0:500 MARK xset 02/
3 0 0.00 B MARK icmp - * = 0.0.0.0/0 0.0.0.0/0 MARK xset 0x1/0xF
= = = mark match 0x0/0xff tcp spts:1024:65535 dpts:1024:65535
7 0 0.00 B MARK tep 0.0.0.0/0 0.0.0.0/0 Py
s o 0.008 MARK udp . g 2 0.0.0.0/0 0.0.0.0/0 mark match 0x0/0xff udp spts:1024:65535 dpts:1024:65535
MARK xset 0x4/0xF
length 0:128 mark match 10x4/0xH top flags:0x3F/0%02 MARK
= = -
s 0 0.00 B MARK tep 0.0.0.0/0 0.0.0.0/0 et
10 0 0.008 MARK top _ F e 0.0.0.0/0 0.0.0.0/0 length 0:128 mark match 10x4/0xff tcp flags: 0x3F/0x10 MARK
xset 0x1/0xff
Chain gos_Default_ct (References: 1)
Rule # Pkts. Traffic Target Prot. Flags In Qut Source Destination Options
1 0 0.00 8 MARK tep - # & 0.0.0.0/0 0.0.0.0/0 mark match 0x0/0sfF tep multiport ports 22,53 MARK xset 01/
2 0 0.00 B MARK udp - = - 0.0.0.0/0 0.0.0.0/0 mark match 0x0/0s udp multiport ports 22,53 MARK xset 0x1/0xfF
T Z mark match 0x0/0sxfF tep multipart ports
< o pon MARK o R AL 20,21,25,80,110,443,593,995 MARK xsat 0x3/0sxfF
a 0 0.00 8 MARK top = = b 0.0.0.0/0 0.0.0.0/0 mark match 0x0/xf tcp multipart ports 5190 MARK xset 0x2/0xfF
= 0 0.008 MARK udp = = b 0.0.0.0/0 0.0.0.0/0 mark match 0x0/0xf udp multiport ports 5190 MARK xset 0x2/0xff
6 0 0.008 CONNMARK all - * * 0.0.0.0/0 0.0.0.0/0 CONNMARK save mask Oxff
Chain zone_wan_MSSFIX (References: 1)
Rule # Phkts. Traffic Target Prot. Flags In  Out Source Destination Options
1 4652 235.95 KB TCPMSS top = % etho 0.0.0.0/0 0.0.0.0/0 tep flags:0x06/0x02 TCPMSS clamp to PMTU
Table: Raw
Chain PREROUTING (Policy: ACCEPT, Packets: 980988, Traffic: 253.35 MB)
Rule = Phis. Traffic Targat Prot.  Flags In out Source Destination Gptions
1 362938 199.78 MB zone_wan_notrack all o etho - 0.0.0.0/0 0.0.0.0/0 =
2 153162 24.64 MB zone_lan_notrack all - = 0.0.0.0/0 0.0.0.0/0 -
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12.1.6 System Processes

Select Status, Processes to see the management system processes that are
running (Figure 12-26).

Figure 12-26. System Processes
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Command CPU usage {%) Memory usage (%) HangUp  Terminate Kl

init 0% 0% # Hang Up %] Tarminate & Kill
[kthrradd] 0% 0% i# Hang Up =] Terminate & Kill
Iksoftirgd/0] ; &' Hang Up ] Terminate @ Kil
[howorker/a:0n] % Hang Up %] Tarminate @ Kil
[eworker/u:0] 5, J = Hang Up x| Terminate & Kill
[kwarkarfu:aH] : e & Hang Up =] Terminate @ Kill
[khelper] ang Up ] Terminate @ Kill
[howorkeru:t] % # Hang Up x| Terminate @ Kill
[bdi-defaul] =, 3 i HangUp =] Terminate @ il
[kblackd] 2 # Hang Up =] Terminate @ Kl
[khubd] # Hang Up %] Tarminate & Kill
[eswapda) - i Hang Up ] Terminzte @ Kill
Ufsnctify_mark] g & Hang Up =] Terminade @ Kl
[mtdbleskn] t # Hang Up %] Tarminate & Kill
[mtdlncki] s, " i# HangUp x| Terminate & Kill
[mbdblock2] ;s &' Hang Up ] Terminate @ Kil
[Rworker/D:1] i Hang Up %] Tarminate & Kill
[defarwa] 5, " i Hang Up x| Terminate & Kil
[ubs_bgtte] 2 & HangUp =] Terminale @ Kl
[kwarker/0:2] ang Up ] Terminate @ Kill
Lustnls_bgto_0] % i# Hang Up ] Terminate & Kil
init 0% i# Hang Up x| Terminate & Kill
[erypea] e, 3 & Hang Uy =] Terminate @ Kil
febinfsyslogd -l B -C16 % i Hang Up ] Terminate & Kil
Jabiniklegd ¥ i# HangUp =] Terminate & Kill

Jahin/hotplug? --averride - persistent --set-rules-file /fete/hatplug?.rules -set.coldplug-emd fshin/udevtrigger o - :
e children 1 2 Hang Up %] Tarminate @ Kill

rant Jshin/praed % 8 & Hang Up 2] Terminate @ Kil
sl % i Hang Up ] Terminate & Kill

fsbin/netifd y = | Terminate @ Kill

udhepe -p / dhepic- et pid -5 /5 ifel/dhen.seript -F - 0 -i ethi) - 0% % 2 Hang Lip %] Terminate @ Kil

fuasr)! <F =P Junrf Al -p 32 2 @ Hang Up %] Tarminate & Kill

fusrishin/snmad -Lf /dew/null -p fvarfrun/snmpd.pid i Hang Up x| Terminate & Kil

fusrishin/tftod-hpa -1 -5 fvaritfod-hoa % i# Hang Up =] Terminate @ il

attped <F - fwvew - ENAODA_Use_and_Test -x fogi-bun -t &0 T 30 -4 1 -0 3 R -p 0. = -
Jetejubtipd_crt - fotefubitpd ey -5 0.0.0.0 £33 i Hang Up 2] Terminate & Kill

fusr/sbin/dnsmasg <€ fvar/ele/drsmasa,conf % & Hang Up =] Terminate @ Kil

Juseisbinsmbd -0 @ Hang Up %] Terminate @ Kill

Juse/shin/nembd -© %, " # Hang Up =] Tarminate & Kill

2687 . oa: 3% Hang Up =] Terminate @ Kill
2693 endelauksd -y -u /dev/iyUSE2 -i wwand 0 0x26 w % i ng L =] Terminate @ Kill
2705 fsbinfwatchdog -t 5 /dev/watchdeg # Hang Up %] Tarminate & Kill
2710 Jfusrishin/nepd -n -p 0.fime-a.nistgav %, 3 i# Hang Up x| Terminate & Kil
32512 {lua} fuserbinlua femlcgi-binuc % & Hang Up =] Terminate @ Kil
32513 sh -¢ /ban/busybax tap -bnl ¥ # Hang Up %] Tarminate & Kill
32512 roo fhinbasyhes tap -hnl 2, g i# HangUp =] Terminate & Kill

roat
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12.1.7 Logs

You can review information logged by the system. See Figure 12-27, Kernel Log
(Part 1 of 3), through Figure 12-29, Kernel Log (Part 3 of 3).

Figure 12-27. Kernel Log
(Part 1 of 3)

(Sample; Partial Listing)
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Booting Linux on physical CEU 0
Linux version 3.7.5 (root@debian-EN4000) (goc version 4.6.4 20121210 (prerelease) (Linaro GCC 4.6-2012.12) ) #50 Tue Mar 26 08:56:34
CPU: Feroceon 88FR131 [56251311] revision 1 (ARMVSTE), cr=00053977
CPU: VIVT data cache, VIVT instruction cache
Machine: Marvell Kirkwood (Flattened Device Tree), model: Encore Networks NE4000
Memory policy: ECC disabled, Data cache writeback
On node 0 totalpages: 65536
free_area init node: node 0, pgdat €03e2c28, node mem map c040£000

Normal zone: 512 pages used for memmap

Mormal zone: O pages reserved

Normal zone: 65024 pages, LIFO batch:15
pepu-alloc: s0 r0 d32768 u32768 alloc=1%32768
popu-alloc: [0] O
Built 1 zonelists in Zone order, mobility grouping on. Total pages: 65024
Kernel command line: console=tty50,115200 mtdparts=orion nand:Oxe000080x0 (uboot}), 0x20000@0x=0000 (uboot_env), ~@0x100000 (root) ubi.mcd
PID hash table entries: 1024 (order: 0, 4096 bytes
Dentry cache hash table entries: 32768 (order: 5, 131072 bytes)
Inode-cache hash table entries: 16384 (order: 4, 65536 bytes)
Memory: 256MB = 256MB total
Memory: 255680k/255680k available, 6464k reserved, OK highmem
Virtual kernel memory layout

vector : Oxffff0000 — OxfEEf1000 ( 4 kB
fixmap : OxfEf00000 - OxEffe0000  ( 896 kB!

vmalloc : 0xd0800000 — OxEEQ0DOOD  ( 744 MB
(
(

lowmem : 0xc0000000 - 0xd0000000 256 MB)
modules : 0xbf000000 — 0xc0000000 16 MB!
.text : 0xc0008000 - 0xc038e000 (3672 kB
.init : 0xc0396000 - 0xc03cl484 [ 142 kB
.data : 0xc03c2000 - OxcO3e3as0  ( 135 kB!
.bss : 0xc03e3b04 - OxcO40eaad  ( 172 kB!
NR_IRQS:114
sched clock: 32 bits at 166MHz, resolution 5ns, wraps every 25769ms
Calibrating delay loop... 990.41 BogeMIPS (lpj=4952064
pid max: default: 32768 minimum: 301
Mount-cache hash table entries: 512
CPU: Testing write buffer coherency: ok
Setving up static identity map for 0x2d3d48 - 0x2d3de4
NET: Registered protocol family 16
DMA: preallocated 1024 KiB pool for atomic coherent allocations
Kirkwood: MVEBF6281-A1, TCLR=166666667.
Feroceon L2: Enabling L2
Feroceon L2: Cache support initialised.
initial MPP regs: 01111111 11113311 33331111 20023333
final MPP regs: 01111111 11113311 33331111 20023333 00 2
Rirkwood BCIe port O:
link up
PCI: bus0 uses BCIe port O
PCI host bridge to bus 0000:00
pei_bus 0000:00: root bus resource [mem 0xe0000000-Oxe7EELFff]
pci_bus 0000:00: root bus resource [io 0x1000-Dxffff]
pci_bus 0000:00: Mo busn resource found for root bus, will use [bus 00-ff]
pei | :00.0: [1lab:6281] type 00 class Ox058000
pei reg 10: [mem Dxd0000000-0xd0Offfff 64bit pref
pei reg 18: [mem 0X00000000-0XOFffffff.
pei supporcts D1 D2
pei [12d8:2404] type 01 class 0x060400
pci supports D1 D2
pci :01.0: PME# supported from DO D1 D2 D3hot D3cold
PCI: Fast back to back transfers disabled
pei :01.0: bridge configuration invalid ([bus 00-00]), recenfiguring
pei [12d8:2404] type 01 class 0x060400
supports D1 D2
PME# supported from DO D1 D2 D3hot D3cold
[12d8:2404] type 01 class 0x060400
supports D1 D2
PME# supported from DO D1 D2 D3hot D3cold
[12d8:2404] type 01 class Ox060400
supports D1 D2
PME# supported from DO D1 D2 D3hot D3cold
back to back transfers disabled
bridge configuration invalid ([bus 00-00]), reconfiguring
bridge configuration invalid ([bus 00-00]), reconfiguring
bridge configuration invalid ([bus 00-00]), reconfiguring
back to back transfers enabled
i _bus D000:02: busn res: [bus 02-ff] end is updated to 02
bus3: Fast back To back transfers enabled
i_bus 0000:03: busn_res: [bus 03-ff] end is updated to 03
bus4: Fast back to back transfers enabled
pci bus 0000:04: busn res: [bus 04-££f] end iz updated to 04
pci bus 0000:01: busn res: [bus 01-ff] end is updated to 04
pei_bus 0000:00: busn_res: [bus 00-ff] end is updated to 04
pci 0000:01:01.0: BCI bridge to [bus 02]
pci 0000:01:02.0: PCI bridge to [bus 03]
pci 0000:01:03.0: BCT bridge to [bus 04]
peci 0000:00:01.0: BCI bridge to [bus 01-0%
PCI: enabling device 0000:00:01.0 (0140 —> 0143
PCI: enabling device 0000:01:01.0 (0140 —> 0143
PCI: enabling device 0000:01:02.0 (0140 —> 0143
PCI: enabling device 0000:01:03.0 (0140 —» 0143
bio: create slab <bio—0> at ©
SCSI subsystem initialized
usboore: registered new interface driver usbfs
usbcore: registered new interface driver hub
usbcore: registered new device driver usbh
Switching to clocksource orien clocksource
NET: Registered protocol family 2
TCEP established hash table entries: 8192 (order: 4, 65536 bytes
TCE bind hash table entries: 8192 (order: 3, 32768 bytes)
TCE: Hash tables configured (established 8192 bind 8192)
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Figure 12-28. Kernel Log
(Part 2 of 3)

Sample; Partial Listing)

TCP bind hash table entries: 8192 (order: 3, 32768 bytes

TCP: Hash tables configured (established 8192 bind 8192)

TCP: reno registered

UDP hash table entries: 256 (order: 0, 4086 bytes

UDP-Lite hash table entries: 256 (order: 0, 4096 bytes)

NET: Registered protocol family 1

PCI: CLS 32 bytes, default 32

squashfs: version 4.0 (2009/01/31) Phillip Lougher

jffs2: version 2.2 (NAND) (SUMMARY) (LZMA) (RTIME) (CMCDE_PRICRITY) (c) 2001-2006 Red Hat, Inc
msgmni has been set to 499

io scheduler noop registered

ioc scheduler deadline registered (default

Serial: 8250/16550 driver, 2 ports, IRQ sharing disabled

£1012000.serdial: ttyS0 at MMIO Oxf£1012000 (irg = 33) is a 165504

console [tty50] enabled

ONFI param page 0 valid

ONFI flash detected

NAND device: Manufacturer ID: Ox2c, Chip ID: Oxda (Micron MT20F2GOSABAEAWP), page size: 2048, COB size: 64
Scanning device for bad blocks

3 cmdlinepart partitions found on MID device orion nand
Creating 3 MTD partitions on "orion nand": -
0x000000000000-0x000000020000 : "uboot™
0x0000000e0000-0x000000100000 : "uboot_env"
0x000000100000-0x000010000000 : "root

mvE43xx_eth: MV-643xx 10/100/1000 ethernet driver version 1.4
libphy: mv643xx eth smi: probed

mvé43xx eth port mvé43xx _eth port.0 ethO: port 0 with MAC address 00:a
mvé43xx eth port mvé43xx eth port.1 ethl: port 0 with MAC address 00:a
: registered new interface driver cdec_ether
registered new interface driver cdc_eem
registered new interface driver cdc_subset
registersd new interface driver kalmia
registered new interface driver sierra net
registered new interface driver cdc ncm
registered new interface driver gmi_wwan

g USE 2.0 'Enhanced' Host Controller (EHCI) Driver
orion-ehci orion-ehci.0: Marvell Orion EHCT

orion-ehci orion-ehci.0: new USB bus registered, assigned bus number 1
orion-enci orion-ehci.0: irg 19, ic mem 0x£1050000
orion—ehci orion-ehci.0: USB 2.0 started, EHCI 1.00

hub 1-0:1.0: USB hub found

hub 1-0:1.0: 1 port detected

usbcore: registered new interface driver cdc acm
cdc_acm: USB Abstract Control Model driver for USB modems and ISDN adapters

usbcore: registered new interface driver cdc wdm

Initializing USB Mass Storage driver...

usbcore: registered new interface driver usb-storage

USE Mass Storage support registered.

cpuidle: using governor ladder

TCP: cubic registered

NET: Registered protocol family 10

NET: Registered protocol family 17

Distributed Switch Architecture driver version 0.1

eth0[0]: could not detect attached switch

ecth0[0]: couldn't create dsa switch instance (error -22)

8021q: 802.1Q VLAN Support vi.8

UBI: attaching mtd2 to ubil

UBI: attaching mtd2 to ubil

usb 1-1: new high-speed USB device number 2 using orion-ehci

hub 1-1:1.0: USB hub found

hub 1-1:1.0: 7 ports detected

UBI: scanning is finished

UBI warning: print_rsvd warning: cannot reserve enough PEBs for bad PEB handling, reserved 20, need 40
UBI: attached mtd2 (name "root”, size 255 MiB) to ubi0

UBI: PEB size: 131072 bytes (128 KiB), LEB size: 129024 bytes

UBI: min./max. I/0 unit sizes: 2048/2048, sub-page size 512

UBI: VID header offset: 512 (aligned 512), data offset: 2048

UBI: good PEBs: 2040, bad PEBs: 0, corrupted PEBs: 0

UBI: user volume: 1, internal volumes: 1, max. volumes count: 128

UBI: max/mean erase counter: 4/1, WL threshold: 4096, image sequence number: 0

UBI: available PEBs: 0, total reserved PEBs: 2040, PEBs reserved for bad PEB handling: 20
drivers/rtc/hctosys.c: unable to open rtc device (rtc0

### of selftest(): No testcase data in device tree; not running tests

UBI: background thread "ubi_bgc0d” started, PID 742

UBIFS: recovery needed -

UBIFS: recovery deferred

UBIFS: mounted UBI device 0, volume 0, name "rootfs”, R/Q mode

UBIFS: LEB size: 129024 bytes (126 KiB), min./max. I/0 unit sizes: 2048 bytes/2048 bytes
UBIFS: FS size: 258693120 bytes (246 MiB, 2005 LEBs), journal size 9033728 bytes (8 MiB, 71 LEBs)
UBIFS: reserved for root: 0 byctes (0 KiE)

UBIFS: media format: w4/r0 (latest is w4/r0), UUID S0CFOOEA-DIF8-4C7D-BF59-64CO8DSCE264, small LPT model
VES: Mounted root (ubifs filesystem) readonly on device 0:10.

Freeing init memory: 140K

UBIFS: completing deferred recovery

UBIFS: deferred recovery completed

UBIFS: background thread "ubifs bgt0_0" started, PID 1419

NET: Registered protocol family 38

Initializing XFRM netlink socket

NET: Registered protocol family 15

PPP generic driver version 2.4.2

tun: Universal TUN/TAP device driver, 1.6

tun: (C) 1999-2004 Max Krasnyansky <maxk@qualcomm.com>

€1000: Intel(R) PRO/1000 Network Driver — version 7.3.21-k8-NAPI

©1000: Copyright (c) 1999-2006 Intel Corporation.

ip_tables: (C) 2000-2006 Netfilter Core Team

NET: Registered protocol family 24

nf conntrack version 0.5.0 (3997 buckets, 15988 max)

xt_time: kernel timezone is —0000

Netfilter messages via NETLINK v0.30.

arp_tables: (C) 2002 David 5. Miller

ctnetlink v0.93: registering with nfnetlink

ohci hcd: USB 1.1 'Open' Host Controller (OHCI) Driver

orion wdc: Initial timeout 25 sec

i2c /dev entries driver

usbcore: registered new interface driver usbserial

usbcore: registered new interface driver usbserial generic

usbserial: USB Serial support registered for generic

usbcore: registered new interface driver oprion

usbserial: USB Serial support registered for GSM modem (1-port)

usbcore: registered new interface driver goserial

usbserial: USB Serial support registered for Qualcomm USB modem

usbcore: registered new interface driver sierra

usbserial: USB Serial support registered for Sierra USB modem
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Figure 12-29. Kernel Log
(Part 3 of 3)

Sample; Partial Listing)

i2c fdev entries driver
usbcore: registered new interface driver usbserial
usbcore: registered new interface driver usbserial gemeric
usbserial: USB Serial support registered for generic
usbcore: registered new interface driver option
usbserial: USB Serial support registered for GSM modem (1-port)
usbcore: registered new interface driver goserial
usbserial: USB Serial support registered for Qualcomm USB modem
usbcore: registered new interface driver sierra
usbserial: USB Serial support registered for Sierra USB modem
u32 classifier
Performance counters on
input device check on
Actions configured
Mirror/redirect action on
MVG43%X_eth POTt mMVG43XX eth port.l ethl: link up, 100 Mb/s, full duplex, flow control disabled
device ethl entered promiscuous mode
br-lan: port 1(ethl) entered forwarding state
br-lan: port 1(ethl) entered forwarding state
IPv6: ADDRCONF (NETDEV_UP): eth0: link is not ready
mv643xx_eth port mvé43xx eth port.0 ech0: link up, 100 Mb/s, full duplex, flow concrol disabled
IPvé: ADDRCONF (NETDEV_CHANGE) : ethO: link becomes ready
br-lan: port 1(ethl) entered forwarding state

.
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See Figure 12-30, System Log (Part 1 of 2), through Figure

(Part 2 of 2).
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Logout

Kernel Log

Figure 12-30. System Log
(Part 1 of 2)

Sample; Partial Listing)
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Realtime Graphs

12-31, System Log

10
10
11
11
11
11
11
11
11
12
13
16
16
13
13
13
13
138
13
13
13
13
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
21
21
26
26
26
30
30
20
21
21
47
47
50
50
43
43
53
53
00
00
12
12
23
23
02
02
08
08
30
30
32
32
34
34
37
37
39
EE]
42
42
44
44
47
47
48
48
05
0s
43
43

Status || System
Ovarview
System Log
May 7 13:45:
May 7 13:45:
May 7 13:45:
May 7 13:45:
May 7 13:45:
May T 13:45:
May 7 13:45:
May 7 13:45:
May 7 13:45:
May T 13:45:
May 7 13:45:
May 7 13:45:
May 7 13:45:
May T 13:45:
May 7 13:45:
May 7 13:45:
May 7 13:45:
May 7 13:45:
May T 13:45:
May 7 13:45:
May 7 13:45:
May 7 13:45:
May T 13:45:
May 7 13:45:
May 7 13:45:
May 7 13:45:
May 7 13:45:
May T 13:45:
May 7 13:45:
May 7 13:45:
May 7 13:45:
May T 13:45:
May 7 13:45:
May 7 13:45:
May 7 13:45:
May T 13:45:
May 7 13:45:
May 7 13:45:
May 7 13:45:
May 7 13:45:
May T 13:45:
May 7 13:45:
May 7 13:45:
May 7 13:45:
May 7 13:45:
May T 13:45:
May 7 13:45:
May 7 13:45:
May 7 13:46:
May 7 13:46:
May T 13:46:
May 7 13:46:
May 7 13:46:
May 7 13:56:
May 7 13:56:
May 7 14:00:
May 7 14:00:
May 7 14:00:
May 7 14:00:
May 7 14:01:
May 7 14:01:
May 7 14:01:
May 7 14:01:
May 7 14:03:
May 7 14:03:
May 7 16:27:
May 7 16:27:
May 7 16:27:
May 7 16:27:
May 7 16:28:
May 7 le:28:
May 7 16:38:
May T 16:38:
May 7 16:48:
May 7 16:48:
May 7 16:58:
May 7 16:58:
May 7 17:08:
May 7 17:08:
May 7 17:18:
May 7 17:18:
May 7 17:28:
May T 17:28:
May 7 17:38:
May 7 17:38:
May 7 18:01:
May 7 18:01:
May 7 18:04:
May 7 18:04:
May 7 19:55:
May 7 19:55:
May 8 10:44:

07

EN4000_Use_and Tesc
EN4000_Use_and_Test
EN4000_Use_and Test
EN4000 Use_and Test
EN4000_Use_and Test
EN4000_Use_and_Test
EN4000_Use_and_Test
EN4000 Use_and Test
EN4000 Use_and Tesc
EN4000_Use_and_Test
EN4000_Use_and_Test
EN4000 Use_and Test
EN4000 Use_and Test
EN4000_Use_and Test
EN4000_Use_and_Test
EN4000_Use_and_Test
EN4000 Use_and Test
EN4000 Use_and Tesc
EN4000_Use_and_Test
EN4000_Use_and_Test
EN4000 Use_and Test
EN4000 Use_and Test
EN4000_Use_and Test
EN4000_Use_and_Test
EN4000_Use_and Test
EN4000 Use_and Test
EN4000_Use_and Test
EN4000_Use_and_Test
EN4000_Use_and_Test
EN4000 Use_and Test
EN4000 Use_and Tesc
EN4000_Use_and_Test
EN4000_Use_and_Test
EN4000 Use_and Test
EN4000 Use_and Test
EN4000_Use_and Test
EN4000_Use_and_Test
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EN4000 Use_and Test
EN4000 Use and Test
EN4000 Use and Test
EN4000_Use_and Test
EN4000_Use_and_Test
EN4000_Use_and Test
EN4000 Use_and Test
EN4000_Use_and Test
EN4000_Use_and_Test
EN4000_Use_and_Test
EN4000 Use_and Test
EN4000 Use_and Tesc
EN4000_Use_and Test
EN4000_Use_and_Test
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EN4000 Use_and Test
EN4000_Use_and Test
EN4000_Use_and_Test
EN4000_Use_and_Test
EN4000 Use_and Test
EN4000 Use_and Tesc
EN4000_Use_and_Test
EN4000_Use_and_Test
EN4000 Use_and Test
EN4000 Use_and Test
EN4000_Use_and Test
EN4000_Use_and_Test
EN4000_Use_and Test
EN4000 Use_and Test
EN4000_Use_and Test
EN4000_Use_and_Test
EN4000_Use_and_Test
EN4000 Use_and Test
EN4000 Use_and Tesc
EN4000_Use_and_Test
EN4000_Use_and_Test
EN4000 Use_and Test
EN4000 Use_and Test
EN4000_Use_and Test
EN4000_Use_and_Test
EN4000_Use_and Test
EN4000 Use_and Test
EN4000_Use_and Test
EN4000_Use_and_Test
EN4000_Use_and_Test
EN4000 Use_and Test
EN4000 Use_and Tesc
EN4000_Use_and_Test
EN4000_Use_and_Test
EN4000_Use_and Test

user.
user.
user.
user.
user.
user.
user.
user.
user.
user.

info
info
info
info
info
info
info
info
info
info

authpriv.info dropbear[2283]:
user.notice
user.notice

daemon.

daemon.
daemon.
daemon.i
daemon.
daemon.

daemon.

daemon.
dasmon.
user.info
user.info
user.info
user.info
user.info
user.info
.info
.info
.info
.info
.info
.info
.info
.info
.info
.info
.info
.info
.info
.info

user.info
user.info
user.info
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.i
daemon.i
daemon.
daesmon.i
daemon.i
daemon.
daemon.i
daemon.i
daemon.
daemon.
daemon.i
daemon.i
daemon.
daemon.i
daemon.
daemon.
daemon.
daemon.i
daemon.i
daemon.
dasmon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.i
daemon.

sysinit: Adding custom chains
sysinit: Loading zones

sysinit: Loading forwardings

sysinit: Loading rules

sysinit: Loading redirects

sysinit: Loading includes

sysinit: Optimizing conntrack

sysinit: Loading interfaces

firewall: adding wan (eth0) to zone wan
firewall: adding lan (br-lan) to zone lan

dnsmasq[2618] :
dnsmasq[2618] :
dnsmasg-dhcp[2618] :
dnsmasqg[2618] :
dnsmasq[2618
dnsmasq[2618] :
dnsmasq[2618
dnsmasg[2618] :
dnsmasq-dhcp[26181 :

Not backgrounding
dnsmasq: DNS rebinding protection is active,
dnsmasq: Allowing 127.0.0.0/8 responses
started, version 2.62 cachesize 150
compile time options:

DHCE,

will discard upstream RFC1918 responses!

read fetc/ethers - 0 addresses

(fetc/collectd/conf.d) failed: No such file or

but the plugin
but the plugin
but the plugin

creating only AVERAGE RRAS

sysinit: configfile: stat

sysinit: Could not find plugin iptables.

sysinit: Could not find plugin conntrack.

sysinit: Could not find plugin tcpconns.

sysinit: Found a confiquration for the ‘tcpconns' plugin,

sysinic: Found a configuration for the ‘tecpconns' plugin,

sysinit: Found a configuration for the “tcpconns' plugin,

sysinit: rrdtool plugin: RRASingle = true:

sysinit: Could not find plugin processes.

sysinic: Found a configuration for the ‘processes' plugin,
sysinit: Found a configuration for the ‘processes' plugin,
sysinit: Found a configuration for the °D: ' plugin,
sysinit: Could mot find plugin olsrd.

sysinic: Found a configuration for the ‘olsrd' plugin, but
sysinit: Found a configuration for the “olsrd' plugin, but
sysinit: Could not find plugin memory.

sysinit: Could mot find plugin cpu.

sysinit: fetc/rc.common: /etc/rc.d/S90smeprrapd: line 103:
sysinic: *M Encore System Daemon version 0.0.1

sysinit: “Muci: Entry not found

sysinit: uci: Entry not found

dnsmasq-dncp[2618]:
dnsmasqg-dhcp[2618
dnsmasq-dhcp[2618] :
dnsmasg-dncp[2618
dnsmasg-dncp[2618] :
sysinit:
sysinic:
sysinic:
dnsmasg-dncp[2618
dnsmasg-dncp[2618
dnsmasg-dhcp[2618
dnsmasg-dncp[2618
dnsmasg-dncp[2618
dnsmasg-dncp[2618
dnsmasg-dhcp[2618
dnsmasg-dncp[2618
dnsmasg-dncp[2618]
dnsmasg-dncp[2618] :
dnsmasg-dncp[2618]
dnsmasg-dhcp[2618] :
dnsmasg-dncp[2618
dnsmasqg-dncp[2618] :
dnsmasg-dncp[2618
dnsmasq-dncp[2618]:
dnsmasg-dncp[2618
dnsmasq-dncp[2618] :
dnsmasg-dncp[2618
dnsmasq-dncp[2618]:
dnsmasg-dncp[2618
dnsmasqg-dhcp[2618] :
dnsmasg-dncp[2618
dnsmasg-dncp[2618] :
dnsmasg-dhcp[2618
dnsmasq-dhcp[2618] :
dnsmasg-dncp[2618
dnsmasg-dhcp[2618] :
dnsmasqg-dhcp[2618
dnsmasq-dhcp[2618] :
dnsmasg-dncp[2618
dnsmasg-dncp[2618
dnsmasg-dhcp[2618
dnsmasg-dncp[2618
dnsmasg-dncp[2618
dnsmasg-dncp[2618
dnsmasg-dncp[2618
dnsmasg-dhcp[2618
dnsmasg-dncp[2618
dnsmasg-dncp[2618]
dnsmasg-dncp[2618] :

error:
error:

lease time 12h

directory

IPvé GNU-getopt no-DBus no-ilfn no-IDN DHCP no-DHCPvE no-Lua T
IP range 192.168.1.100 -- 192.168.1.243,
using local addresses only for domain lan

reading /tmp/resolv.conf.auto
using nameserver &.8.5.8#53
using local addresses only for domain lan
read /etc/hosts - 1 addresses

isn't loaded or didn't regis
isn't loaded or didn't regis
isn't loaded or didn't reg:

but the plugin isn't loaded or didn't regi
but the plugin isn't loaded or didn't regi
but the plugin isn't loaded or didn't regi

the plugin isn't loaded or didn't register
the plugin isn't loaded or didn't register

syntax error: unterminated quoted string

DHCPREQUEST (br-1an) 192.168.1.198 38:60:77:82:55:1a

DHCPREQUEST (br-1an) 192.168.1.198 3

0:77:82:55:1a

DHCBACK (br-lan) 192.168.1.198 38:60:77:82:55:1a HP-p6-2016

DHCPINFORM (br-lan) 192.168.1.198 38:60:7
DHCPACK (br-lan) 192.168.1.198 38:60:77:82:
Starting network with 'gmicli -d /dev/cdc-wdm0 --wds-starc-network=
couldn't create QmiDevice:
necwork start failed,

DHCPREQUEST (br-1lan)

DHCEACK (br-lan) 182.

DHCEREQUEST (br-1an)

DHCBACK (br-1an) 132.

DHCPREQUEST (br-lan)

DHCEACK (br-lan) 182.
DHCEINFORM (br-lan) 192.168.1.198 38
DHCPACK (br-lan) 192.168.1.198 38:60
DHCPINFORM (br-lan) 192.168.1.198 38
DHCBACK (br-lan) 192.168.1.198 38:60
DHCPREQUEST (br-lan) 182.168.1.198 3
DHCEACK (br-1an) 192.168.1.198 38:60:
DHCPINFORM (br-lan) 192.168.1.198 38:
DHCBACK (br-lan) 192.168.1.198 38:60:
DHCEINFORM (br-lan) 192.168.1.198 38:
DHCEACK (br-lan) 192.168.1.198 38:60:
DHCPINFORM (br-lan) 192.168.1.138 38:
DHCBACK (br-lan) 192.168.1.198 38:60:
DHCEINFORM (br-lan) 192.168.1.198 38:
DHCEACK (br-1an) 192.168.1.198 38:60:
DHCPINFORM (br-lan) 182.168.1.198 38:
DHCBACK (br-lan) 192.168.1.198 38:60:
DHCPINFORM (br-lan) 192.168.1.198 38:
DHCEACK (br-lan) 192.168.1.198 38:60:
DHCPINFORM (br-lan) 192.168.1.198 38:
DHCBACK (br-lan) 192.168.1.198 38:60:
DHCPINFORM (br-lan) 192.168.1.198 38:
DHCEACK (br-lan) 192.168.1.198 38:60:
DHCEINFORM (br-lan) 192.168.1.188 38:
DHCBACK (br-lan) 192.168.1.198 38:60:
DHCPINFORM (br-lan) 192.168.1.198 38:
DHCEACK (br-lan) 192.168.1.198 38:60:
DHCEINFORM (br-lan) 192.168.1.1898 38:
DHCPACK (br-lan) 192.168.1.198 38:60:
DHCPINFORM (br-lan) 192.168.1.198 38:
DHCBACK (br-lan) 192.168.1.198 38:60:
DHCEDISCOVER (br-lan) 38:60:77:82:55:

Couldn't query file info:
client not allocated

DHCPINFORM (br-lan) 182.168.1.188 38:
DHCBACK (br-lan) 182.168.1.198 38:60:
DHCPINFORM (br—lan) 192.168.1.198 38:
DHCPACK (br-lan) 192.168.
192.
168.
1z2.
168.
192.
168.

1.198

168.1.

1.198

168.1.

1.198

168.1.

1.198

38:60
198 3

38:60:77:

1603
Herk
160
177

2:55:1a
5:la HP-p6-2016

:55:1a

:la HP-p6-2016
:55:1a

:la HP-p6-2016
82:55:1a

HP-p6-2016
1la
HP-p6-2016
rla
HP-p6-2016
82:55:1a
HP-p6-2016
rla
HP-p6-2016
ila
HP-p6-2016
tla
HP-p6-2016
ila
HP-p6-2016
ila
HP-p6-2016
1la
HP-p6-2016
ila
HP-p6-2016
1la
HP-p6-2016
1la
HP-p6-2016
tla
HP-p6-2016
1la
HP-p6-2016
rla
HP-p6-2016

--clisnt-no-release-cic
Error when getting information f
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Figure 12-31. System Log
(Part 2 of 2)

Sample; Partial Listing)

daemon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon.
daemon. info
daemon. info
user.info firewall:
user.info firewall:

info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info

adding wan
adding lan

daemon.info dnsmasg-dncp[2616]:
daemon.info dnsmasg-dhcp[2618]:

dnsmasg-dncp[2618] :
dnsmasq-dhcp[2618] :
dnsmasq-dhcp [2618] :
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