encor etworks™

Tier 3 Groups and Labels

in the enCloud™ Management System

ncore Networks’ cloud management system, enCloud™, provides management of your
Econnected Encore devices via a web portal. A web browser, tablet, or smartphone can
gain access to enCloud from anywhere. The enCloud management system manages Encore
Networks’ EN-400™, EN-1000™, EN-2000™, EN-3000™, and EN-4000™ routers.

You can create one or more tier 2 accounts for your tier 1 account. You can also create users
who can have administrator or viewer access. This document provides procedures for
developing tier 3 groups and labels in tier 2 (customer) accounts.

Note: For a quick basic configuration, without details, see the QuickStart Guide for the
enCloud™ and enSite™ Management Systems.

This standard guide provides more detail and discussion of the enCloud management
system. See the following discussions in this document:

- Section 5.1, Tier 3 Groups
e Section 5.2, Viewing the Tier 3 Group’s Dashboard
e Section 5.3, Labels

See the following documents for additional information to set up your enCloud account:

= Account Registration and Log-In

Subscriptions

Developing Accounts

Devices and Hardware Profiles

Establishing Users and Contacts

See the enCloud™ Management System Document Set for a full list of documents with
information to set up your enCloud account.

For information on trademarks, safety, limitations of The enCloud™ Management System, Accounts Document 5
liability, and similar topics, see Version A.2, November 2018
http://www.encorenetworks.com/disclaimer/. © 2018 Encore Networks, Inc. All rights reserved.
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5.1 Tier 3 Groups

A tier 3 group is a collection of devices used for a similar function in a tier 2 (customer)
account. A tier 1 user must have Admin privilege for a tier 2 (customer) account in order
to create a tier 3 group for that customer.

To set up a tier 3 group, do the following.
1 Open your enCloud account.
2 Do one of the following:
a If the account is at a tier 2 (customer) level in enCloud, go to step 3.

b If the account is at the tier 1 (VAR) level in enCloud, select Tier 2 (Customers) in the
enCloud menu (along the left side of the screen).

» The Table of Tier 2 (Customer) Accounts is displayed (Figure 5-1).

Figure 5-1. Table of Tier 2 (Customer) Accounts
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3 In the Table of Tier 2 (Customer) Accounts, select a customer’s row.
» The customer’s Table of Tier 3 Groups is displayed (Figure 5-2).

Note: If the table is empty, no tier 3 group has been created for this customer.




Tier 3 Groups and Labels Page 3

Figure 5-2. Table of Tier 3 Groups
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4 Select the button to Add New Tier 3 Group (above the right side of the table).
» The customer’s Panel to Add a Tier 3 Group is displayed (Figure 5-3).
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Figure 5-3. Panel to Add a Tier 3 Group
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5 Type a Name for the tier 3 group.

6 Optional: Type a brief Description of the tier 3 group’s function or purpose.
7 Do one of the following:

8

selected.

a If you want all users to be able to view and edit this tier 3 group, leave All Users

b If you want to specify one or more users to manage this tier 3 group, select the Users

field to see a dropdown menu of users; in that dropdown menu, select the users who

will manage or monitor this tier 3 group.

In the panel’s field for Label, type the name for this tier 3 group.
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9 Under Hardware & Configuration Options, do the following for each hardware profile
that will be part of this tier 3 group:

a Select a HW Profile.

b Select the Firmware checkbox and, in the dropdown list, select the firmware to include
for routers in this tier 3 group.

c Select the Configuration checkbox and, in the dropdown list, select the configuration
to include for routers in this tier 3 group.

10 Select the panel’s [Add] Device field and, in the dropdown list, select the devices that
will be included in this tier 3 group.

Note: The list includes only devices in the tier 2 account that have not been assigned
to a tier 3 group.

11 When you have finished creating the tier 3 group, select the button to Add Tier 3
Group.

» The tier 3 group is added to the customer’s Table of Tier 3 Groups.

5.2 Viewing the Tier 3 Group’s Dashboard

You can view aggregated information in a tier 3 group. (The aggregate is for all devices in
the tier 3 group; you cannot select devices to aggregate.)

1 Select a tier 3 group in the table.

» The screen displays Tier 3 Group Dashboard for a selected tier 3 group (Figure 5-4).
The top of the screen includes a table of all devices in the tier 3 group.
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To see details of a single device, select that device in the table.

» The information for that device is displayed (Figure 5-5 and Figure 5-6).

Figure 5-5 and Figure 5-6 show information for a device that has been activated.

Note: On the first viewing of the screen, you may wish to rearrange the display. Drag
items into place. You can also set up a graph to monitor the device’s activity. On the
next viewing, the screen will display as you have arranged it.




Tier 3 Groups and Labels Page 7

Figure 5-5. Information for a Selected Device (Part 1)

ustomer}):

[EUTTOE  <03 Go Back to Tier 1 {VAR)

o to Tler 3 |Group) Page

& Label: | B [+ © Device Info from L

B Devices ime Report Euebam

Muodel:
Uptime:

Brad EN1000

Firmw:

8
B HW Profiles Version:
Value & Active
Interfaces:
Data

Fraquenc o
& cellIME 35419607000059¢ gk e

Sensor

] p Data Plans

neDLVZWSTATIC

o SIM1 - Group Data Plan
Bill Cycle 1
Next Date:
Used/Remaining L
Drata:

£ Rules

5B/ Remaining: 1 GE

@ g,

Callular Information

L '4:);;0’

MDN:
Signal:
SIM:
APN:

53 f

' Wirele -

- * Map Data Terms of Use  Report a map error
] s *

(+)

- B

18 12:00:00 AM - 11/12/2018 3

cellthrottle_d

T T T T T
0300 0800 GA00 D700 OB00 G500 1000 1100 1300

g T T T 7
3.206 ME 0100 0200 0400 08500 Q400 0700 O&00 0500 0000 1300 1300

B coilng bytes W cellts_bytes W Cell Monthly Total Data

& calluntime N} eucnnds i

HH Edit Columns T Filter Only Completed Task

FREQUENCY v

FREQUENCY 1025 v s00

FREQUENCY v

FREQUEM W &0

FREQUENCY v 200
EQUENCY v

FIRMWARE 1006 L4 1




Page 8 The enCloud™ Management System, Accounts Document 5

Figure 5-6. Information for a Selected Device (Part 2)
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3 Note the Data Frequency (surrounded by a red rectangle in Figure 5-7) in line 7 of
System information. This is how often the device checks in and sends data to enCloud.

Figure 5-7. Information for a Selected Device (Detail of Figure 5-5)
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4 To change this frequency, select the button for More Actions (near the upper right
corner of the screen) and, on the button’s dropdown menu, select the button to Set
Data Frequency. (Figure 5-8).
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Figure 5-8. Dropdown Menu for More Actions

T2 Go to Tier 3 {Group) Page

I Generste Report

@ Distributor User 1 [Admin] =

#Edit Device | SMoreActions= |

= Assign Device Tasks

& Labels | & [# Logs from Last Check-in || @ Device Info from Last Check-in | Qs & Set Data Plan
& Do Last Seen Time: 11 minutes ago I Uptime Report Systo [# Axsign Firmvara
I Data Usage Report Map Satellfte e ;
3 Model: [# Assign Configuration
Brad EN1000
Uptime:
Search: ¥ Assign to Tier 3 (Group)
™ HW Profiles Firmware
T & [# Assign to Labe!
Sansor -| Value s Version: 7 z =
o ata Pl = Active WAN Y. P = -
@ Group Data Plars g collAPN neOLVIWSTATIC | I (D Deactivate
. Data &00 seconds ’ :
Rule Management & cellIME 35419607000089¢ P 1 D Selective Backup
L Rules & cellip ©Set Data Fraguency
3IM1 - Group Data Flan
& cellMDN 17034866641 Bill Cycle 11/18/2018 [# Update SIM Info
=) Eve
E’ Events e 3 MNext Date: ;. |
& cel.mode E-UTRANILTE) Used/Remalning  Used: 0GB / Remaining: 1 GB I |
7
A Alerts Data: §
&
f =
& cellmiu 1360 Cellular Information &
MDN: 17034866641 & st
48 cell.operator USAVerizon Wirele e A L —

» The Panel to Set Data Frequency is displayed (Figure 5-9).
Note: The default Frequency (check-in interval) is 300 seconds (5 minutes).

Figure 5-9. Panel to Set Data Frequency
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5 Set the Frequency, and select the button to Set Frequency.
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Figure 5-10. Set New Data Frequency
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» The screen will show the updated frequency. (It might take a couple of minutes for
the screen to refresh.)

6 When you have finished viewing the tier 3 device’s dashboard, select Tier 3 Groups in
the enCloud menu (along the left side of the screen).
» The Table of Tier 3 Groups is redisplayed.

5.3 Labels

A label indicates a set of devices in a tier 2 customer account. A label indicates a particular
function, or a device site, or another item common to some devices in the group. A label is
similar to a tier 3 group and is used as an additional way to collect devices within a tier 3

group.

Note: Labels and Tier 3 Groups are not related.

1

To see a label, you must be in a tier 2 (customer) account. If you are not in a tier 2
account, select Tier 2 (Customers) in the enCloud menu (along the left side of the
screen).

» The tier 1 account’s Table of Tier 2 (Customer) Accounts is displayed.
Select a tier 2 customer.

» The customer’s Table of Tier 3 Groups is displayed.

Select Labels in the enCloud menu (along the left side of the screen).

» The customer’s Table of Labels is displayed (Figure 5-11).
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Figure 5-11. Table of Labels
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4 To add a label, select the button to Add New Label (above the right side of the table).
» The customer’s Panel to Add a Label is displayed (Figure 5-12).
Figure 5-12. Panel to Add a Label
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5 In the Panel to Add a Label, type a Name for the label.
6 Optional: Add a Description of the label’s function or purpose.

7 Select the [Add] Devices field and, in the dropdown list of devices, select the devices
that will be in this label.
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Note: The dropdown list displays only devices in the tier 2 account that have not been
assigned to another label.

» The panel’s table lists the selected devices by name and device UID.
8 When you have finished adding devices to the label, select the Add Label button.
» The Table of Labels is redisplayed, including the new label.

Note: You can add more devices to the label later. To add devices to a label, do the
following:

9 In the Table of Labels, select the label row, or select the row’s Actions button and, in
the dropdown list, select Edit.

» The Panel to Edit a Label is displayed. It includes devices that are already part of the
label.

10 Select the Add [Devices] field and, in the dropdown list of devices, select more devices
to add to this label.

» The selected devices are listed in the panel’s table.
11 When you have finished adding devices, select the button to Save Changes.

» The Table of Labels is redisplayed.
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