
Table of Contents 
for OpenVPN® on EN™ Routers 

List of Headings

Document 1 Installing Software for the OpenVPN® 

Certificate Authority 1-1
Section 1.1 Software Installation for OpenVPN® Certificate Authorization 1-1
Section 1.2 More Information 1-3

Document 2 Navigating to OpenVPN Directories 2-1
Section 2.1 Navigating to the OpenVPN Directories 2-2
Section 2.2 More Information 2-3

Document 3 Developing the OpenVPN® Certificate Authority 3-1
Section 3.1 Setting Parameter Values for the OpenVPN® Certificate Authority 3-2
Section 3.2 Developing the OpenVPN® Certificate Authority 3-3
Section 3.3 More Information 3-4

Document 4 Generating Certificates for OpenVPN® Connections 4-1
Section 4.1 Generation of OpenVPN® Server Certificates 4-2
Section 4.2 Generation of OpenVPN® Client Certificates 4-4
Section 4.3 More Information 4-6

Document 5 Configuring EN™ Routers for OpenVPN® 5-1

Section 5.1 Network Interfaces 5-2
Section 5.2 Alternate Creation of a VPN Interface 5-6
Section 5.3 List of OpenVPN® Instances 5-9
Section 5.4 Configuring an OpenVPN® Connection 5-10
Section 5.5 Firewall Configuration for OpenVPN® 5-16

Section 5.6 More Information 5-18

Document 6 Revoking OpenVPN® Certificates 6-1
Section 6.1 OpenVPN® Certificate Revocation 6-1
Section 6.2 More Information 6-2
For information on trademarks, safety, limitations of 
liability, and similar topics, see 
https://www.encorenetworks.com/disclaimer/. 

https://www.encorenetworks.com/disclaimer/


iv OpenVPN® on EN™ Routers
Document 7 Troubleshooting Preparation of OpenVPN® 
Certificates 7-1

Section 7.1 Resolving Problems with Certificates 7-1
Section 7.1.1 Regeneration and Replacement of Certificates 

when the Certificate Authority has Not been Affected 7-2
Section 7.1.2 Redevelopment of Certificate Authority and 

Replacement of Certificates 7-2
Section 7.2 More Information 7-3

List of Figures 

Document 1 Installing Software for the OpenVPN® 

Certificate Authority
Figure 1-1 Select EasyRSA Certificate Management Scripts 1-2
Figure 1-2 OpenVPN Directory 1-3

Document 2 Navigating to OpenVPN Directories
Figure 2-1 Open Command Window as Administrator 2-2
Figure 2-2 Administrator Command Window 2-2
Figure 2-3 Command to Move to Another Directory 2-2
Figure 2-4 The \easy-rsa Directory 2-3

Document 3 Developing the OpenVPN® Certificate Authority
Figure 3-1 init-config Batch File Process/Execution 3-2
Figure 3-2 Opening Notepad to Edit the vars.bat File 3-2
Figure 3-3 Editing the vars Batch File 3-3
Figure 3-4 Cleaning the Directory 3-3
Figure 3-5 Building a Certificate Authority 3-4
Figure 3-6 Generating Diffie–Hellman Parameters 3-4

Document 4 Generating Certificates for OpenVPN® Connections
Figure 4-1 Generating a Server Key 4-3
Figure 4-2 Generating a Client Key 4-5

Document 5 Configuring EN™ Routers for OpenVPN®

Figure 5-1 List of Network Interfaces 5-2
Figure 5-2 Create a Network Interface 5-3
Figure 5-3 Create a New Interface, VPN Listed 5-3
Figure 5-4 List of Interface Protocol Options 

(Option for “unmanaged” not listed) 5-3
Figure 5-5 Network Interface Ready for Submission 5-4
Figure 5-6 Confirmation Screen for New Interface 5-4
Figure 5-7 Creating an Interface 5-5
Figure 5-8 List of Network Interfaces 5-5
Figure 5-9 Create a New Interface, VPN Listed 5-6



Table of Contents v
Figure 5-10 Initial Screen to Create Interface 
(No unmanaged protocol available) 5-6

Figure 5-11 Creating a Custom Interface 5-7
Figure 5-12 Common Configuration Screen 5-7
Figure 5-13 List of Interface Protocols 5-7
Figure 5-14 Common Configuration Screen, Updated 5-8
Figure 5-15 Creating an Interface 5-8
Figure 5-16 Revised List of Network Interfaces 5-9
Figure 5-17 List of OpenVPN Instances 5-9
Figure 5-18 Screen for Basic Configuration of OpenVPN Connections 5-10
Figure 5-19 Basic Configuration of OpenVPN Client Connection 5-11
Figure 5-20 Advanced Configuration of OpenVPN Client Connection: 

Service 5-12
Figure 5-21 Optional Parameters for OpenVPN Configuration 5-12
Figure 5-22 Advanced Configuration of OpenVPN Server Connection: 

Networking 5-13
Figure 5-23 Advanced Configuration of OpenVPN Client Connection: 

VPN Parameters 5-13
Figure 5-24 Advanced Configuration of OpenVPN Server Connection: 

Cryptography 5-14
Figure 5-25 Advanced Configuration of OpenVPN Client Connection: 

Cryptography 5-15
Figure 5-26 Add Server Certificate for Diffie–Hellman (dh) Parameters 5-15
Figure 5-27 General Firewall Settings 5-16
Figure 5-28 New Firewall Zone 5-17
Figure 5-29 General Firewall Settings 5-18

Document 6 Revoking OpenVPN® Certificates
Figure 6-1 Revoking a Certificate 6-2



vi OpenVPN® on EN™ Routers


